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Q)

Gidi thiéu bao cao

Trong boi cadnh chuyén ddi s6 ngay cang sau réng, cac doanh nghiép dang ding trudc co hoi

ma réng thi trudng va t6i uu van hanh, déng thoi doi dién véi nguy co an ninh mang ngay cang

tinh vi, quy mé I16n va dé dang dugc thué mudén.

Thuc té nay dugc phan nao phan anh qua dir liéu cia VNETWORK. Chi riéng 6 thang dau ndm
2025, hé thong VNETWORK dé ghi nhan tong céng 1,178,591 cudc tdn cdng mang. Nhirng hinh
thirc tan cong phé bién va nguy hiém bao gom Zero-day, Credential Stuffing, SQL Injection,
XSS, Brute-force, Account Takeover, BEC (Business Email Compromise) va Email Phishing...

VNIS da xtr ly hon 256.000 cudc tan cong
DDoS, tuong duong 0,7% trong tong s6

36 triéu cudc tan cong toan cau.

70843

59572

48302

41862

29786

5635

Thang1 Thang2 Thang3 Thang4 Thang5 Thang 6

Tuyén bé mién trir trach nhiém

B&o cdo nay chi nhdm cung cap théng tin cho cdng dong, t6 chirc va doanh
nghiép d&€ nang cao nhan thirc va hd trg xay dung phuong an phong ngira
rdi ro an toan théng tin. Moi cdo budc khac ndi dung clia bdo cdo nay déu
khéng diing vdi muc dich xuat ban cta chung toi.
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Déang chu y nhat, tan cong tlr choi
dich vu phan tan (DDoS) van la mai
de doa 16n, chiém t&i 256,000
cudc. Cac chién dich DDoS hién nay
thuong két hgp tdn cébng da tang
(tang 3/4 & CDN va tang 7 &
Web/App/API), nham truc tiép vao
ha tang mang, ing dung, APl va hé
théng thanh toan. Mdc d6 phurc tap
nay giup chung dé dang vugt qua
cac bién phdp phong thu truyén
théng, gady gian doan dich vu
nghiém trong, anh hudng tryuc ti€p
dén hiéu nang, uy tin hé thdong va
dan dén ton that tai chinh dang ké
cho doanh nghiép.

Bao cdo nay téng hogp chi tiét dir liéu
tUr VNIS trong ntra dau nam 2025, so
sanh vdi cung ky nam 2024 va xu
hudéng toan cau. N6i dung bao gém
quy md, phuong thirc, cac linh vuc
chiu anh hudng, ngudn tdn cong,
cung nhitng case study thuc té va
khuyé&n nghi phong thu thiét thuc,
gilp doanh nghiép duy tri hoat déng
an toan va 6n dinh trong méi truong
s0 bién déng.
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03
~T n \ A Y ?
Tan cong DDoS la gi*
Tan cong DDoS (Distributed Denial of Service) la hinh thirc tdn cdng mang nham lam
gian doan hoac nglrng cung cap dich vu nhu website, iing dung. Diéu nay dugc thuc
hién bang cach lam qua tai may chi muc tiéu véi luu lwgng truy cap cuc Ion tur nhiéu
ngudn khac nhau, khién may chi khong thé xtr ly cac yéu cau tir nguoi dung that.
Tai sao tan cong DDoS lai tap trung 6 tang 3, 4 va 7?
Day la nhiing diém dé gay gian n
Vat ly (Physical Layer) ay a A,u g,df de gay’g i d?a'
Truyén tin hiéu dién/quang manh nhat. O tang 3-4, ké tan céng
c6 thé lam nghén bang théng va két
Lién két dir ligu (Data Link Layer) ndi bang cac géi tin IP, TCP/UDP gia
Truyén frame, ki€ém soat Ioi . . ...
mao, khién ha tadng mang qua tai.
Mang (Network Layer) Trong khi do, tang 7 truc ti€p xu ly
Dinh tuyén, dia chi IP ing dung (web, API, DNS...), nén khi
T p— bl’ flood request ‘se nha[\h chf)ng t|<?u
Quan ly két néi TCP/UDP tén CPU, RAM va co so di liéu, dan
dén dich vu ngung hoat dbng. Cac
Phién (Session Layer) tang khac kho tiép can tir xa hoac it
Duy tri phién giao tié€p R , . L,
anh huong truc tiép, do do it dugc
Trinh bay (Presentation Layer) nham dén.
Ma héa, nén, dinh dang dir liéu
Ung dung (Application Layer)
Giao tiép truc tiép voi ngudi dung
Vi sao tan cong DDoS lai nguy hiém?
Gian doan hoat dong lam mat Chi phi tan cong thap va dé
doanh thu, uy tin do chi phi xt thuc thién do thué hoadc mua
ly I6n, mat co hoi ti€p can khach cong cu DDoS gia ré trén trang
hang, suy giam niém tin. giao dich bat hop phap.
Kho phat hién & ngan chan Dé tré thanh don bay thuc hién
dung botnet, IP gia mao, da tan cong khai thac dir liéu hodc
phuong thirc, da 16p. cai ma dbc.
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Q)

VNIS
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Bao cao

3.1 S6 liéu noi bat

%
?743

Tong s6 cudc tan cong trong
nira dau nam 2025

So v6i clung ky ndm 2024, s6 cudc tan
cbéng DDoS trong ntra dau nam 2025
tédng thém 87,000 vuy, cho thay tan
suat va quy mo tan cong ngay cang
leo thang.

Tan cong Protocol chiém ty
trong cao nhat

59,572 cudc trong 6 thang. Tan cong
nay khai thac 16 hdng trong céc giao
thirc mang hodc tai nguyén hé théng,
lam can kiét CPU, bd nhd, két ndi trén
server ma khéng nhat thiét phai dung
luvgng bang théng 16n.

Pugc thuc hién béi VNETWORK GROUP

Luu lurgng cudc tan cong co
quy mo Ién nhat

M&c 1.2 Tbps phan anh strc manh huy
dong tir cdc mang botnet khdng 16.
Véi luu lugng nay, ha tang cuia phan
I6n doanh nghiép co6 thé bi danh sap
chi trong vai phut néu thiéu bién phap
phong thu chuyén dung.

>
N\

Nganh tai chinh la muc tiéu
hang dau

Nganh tai chinh tiép tuc la [inh vuc bi
nham t&i nhiéu nhat trong ndm 2024
va dau ndm 2025. Phu thubc vao giao
dich truc tuyén va yéu cau hoat déng
lién tuc khi€n nganh nay trd thanh

“di€m nong” clia cac chién dich DDoS.
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3.2 S6 lugng tan cong nam 2025 va cung ky

Trong 6 thang dau nam 2025, hé thdng VNIS d& ghi nhan va chéan loc téng cdng 256,000
cudc tan cong DDoS tai Viét Nam, trung binh khodng 42,700 cudc moi thang. Con s6 nay

tdng manh so vdi cung ky ndm 2024 khi sé lugng tan cong chi dat khoang 169,000 cudc,

vdi trung binh 28,200 cudc tan cdng moi thang. Nhu vay, cudng dd tan cong da tang xap

Xi 51%, dong thoi sy phan bd theo ting thang ciing cho thdy mic dd bién déng 16n hon han

so v3i nam trudc.

Dién bién trong 6 thang dau nam 2025 phan anh mot burc tranh déc trung clia cac chién

dich tdn céng mang: khdi dau véi su leo thang manh mé (thang 1-2 véi 48,302 va 59,572

vu), sau dé cé giai doan ha nhiét dot ngét (thang 4 chi con 5,635 vu), réi bung né trd lai

(thang 6 dat 70,843 vu), cao nhat trong ky va gan gap doi so véi muic trung binh thang cua

cung ky ndm 2024.

Thong ké so lurgng cudc tan cong mang trong 6 thang dau nam

2025 so sanh vai cung ky nam 2024

2025 -m-2024

70,000 |

59,572
60,0001

48,302
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41,862

40,000}

30,000}

20,000

10,000
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3.3 SO lugng tan cong DDoS tai Viét Nam
va quoc té

VNIS ghi nhan s6 lugng tan cong trén toan cau Ién dén 36,110,000

cudc tan cong

mmm Qudc té (triéu) Viét Nam (nghin)

ia 6,9 triéu .
7 triéu - 70 nghin
6,4 triéu

6,1 triéu
iéu |k 5,7 triéu 5,7 triéu .
UL - 60 nghin

5,2 triéu

DU | - 50 nghin

48,3 nghin

4 triéu | - 40 nghin

3 triéu | .
- 30 nghin

2 triéu |
’ - 20 nghin

1triéu
- 10 nghin

Thang 1 Théang 2 Thang 3 Thang 4 Thang 5 Thang 6

Khi dat Viét Nam trong burc tranh toan cau, cé thé thay su tuong phan rd rét: trong khi quéc
t€ duy tri mirc rat cao va tuong déi on dinh, dao dong tlr 5.2 dén 6.9 triéu cudc tan céng moi
thang, tdng cong 36.11 triéu vy, thi Viét Nam lai thé hién mic dd dao déng bat thudng va that
thudng theo chu ky. Diéu nay cho thay ké tan cong tai Viét Nam khong chi tap trung vao tan
cong khoi lugng I6n, ma con thir nghiém nhiéu chién thuat, chuyén déi vector lién tuc tao
ra ap luc khé luong cho hé thdng phong thu.

Nhiing con s8 nay khang dinh rdng cac cudc tadn cong DDoS tai Viét Nam dang ngay cang
c6 tinh chat chu ky, bién dong that thwong nhung cudng dé ngay cang Ién, dat ra thach
thirc nghiém trong d6i vdi ha tang cdng nghé théng tin cdia doanh nghiép.

Do dd, can thiét phai cé moét chién luge phong thd da I1dp, van hanh theo thoi gian thuc, vira
c6 kha nang hap thu luu lugng khéng 16 trong cac dot cao diém, vira c6 nang lyc canh bao
som va diéu chinh ngudng bao mat linh hoat. Dong thdi, viéc xay dung playbook trng pho
tinh hudng chi tiét cho phép doi ngl van hanh chuyén déi trang thai phong thu kip thoi khi
ké tan céng thay ddi vector hodc phuong thirc, tir d6 duy tri tinh 6n dinh va kha dung cla hé
théng ngay ca trong bdi canh bj tan céng dir doi.
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3.4 Phan loai tan cong DDoS va cuong do
% R . Tan céng Volumetric va Protocol
ALIICEIREDEGIE XS] van chiém ty trong lén trong céc
Viét Nam 6 thang dau nam L Y i 9 g L
chién dich tan céng DDoS tai Viét
Nam, nhung su chuyén dich manh
Multi-vector sang cac tan cong tang irng dung
Volumetric . . ., n
—| (Layer 7) va Multi-vector la tin hiéu
DNS ~ . , ~ N
Ampiification cho thay cac phuong thire tan céng
ngay cang tinh vi va phtrc tap hon.
Diéu nay doi hdi cac doanh nghiép
phdi nhanh chéng nang cap hé
thong bao mat dé khéng chi phong
Application Layer P N > . N ~ ~
I_ B chdng hiéu qua cac cubc tén cong
| volumetric truyén thdng, ma con chu
dong bao vé API va ing dung web
trudc nhirng mai de doa mai. Cac
bién phap phong thi can dugc trién khai theo hudng toan dién va lién tuc, thay vi chi dirng
lai & cac 16p bdo vé co ban. Chi khi dé doanh nghiép mdi cé thé duy tri kha nang hoat déng
on dinh trong béi canh moi trudng mang day bién déng.
Véi mic do cuong do tan cong cao trén 200 Gbps hon 57,390 cudc va su thay dai lién tuc
cula chién thuat tan cong, cac t6 chlrc can trién khai giai phap phong thu da I6p nhu Al WAF,
API protection, Multi-CDN, cung vdi kha nang giam sat thai gian thuc va phan ting nhanh.
Cac bién phap bao vé chd déng va phat hién sém sé gilp gidm thiéu tdc dong va bdo vé
doanh nghiép khdi nhitng ton that tai chinh va uy tin dang ké.
Cuong do (Gbps) tan cong DDoS tai Viét Nam 6 thang dau nam
100 nghin
80 nghin
64,0 nghin
60 nghin 57,3 nghin
40 nghin
25,6 nghin
20 nghin
10-100 100-200 >200
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Q)

3.4 Phan loai tan cong DDoS va cuong do

Giai phap chéng tan cong VNIS hién dang bdo vé nhiéu doanh nghiép thudc da dang linh
vuc, trong dé cé 57% doanh nghiép I16n va 43% doanh nghiép vira va nhd. Ty 1é phan bo
nganh nghé gém: Tai chinh (39%), Xuat ban & Truyén thong (26%), San xuat, Ban Ié,
Thuong mai dién tir (23%), Du lich (6%), Gido duc (4%) va cac Ilinh vuc khac (2%).

Ti Ié nganh nghé bi tan cong nhiéu nhat

Tai chinh

Khac |
Du lich |

Gido duc San xuat, Ban le, TMDT

Xuat ban, Truyén thong

Tai chinh

Ghi nhan sé lugng tan cong nhiéu nhat (hon 88,700 vu), cho thay day van la muc tiéu ua
thich cua t6i pham mang nhd quy mé khach hang I6n va gia tri tai san cao. Tuy nhién, ty
trong tan cong lai thap hon ty trong khach hang, phan anh viéc céc t6 chirc tai chinh da dau
tu nhiéu vao ha tang bao mat, khi€n cac cudc tan cong khé xadm nhap hon.

San xuat, Ban 1&, TMDT

Ghinhan gan 50,000 vy, thap hon so véi co cau khach hang. Tuy nhién, cac hé théng thanh
toan va gid hang truc tuyén van la muc tiéu giau tiém nang cho tan cong vao gid cao diém
mua sam. Viéc ty trong tan céng thap hon khéng déng nghia an toan, ma cé thé phan anh
chién thuat phan tan cua ké tan cong.
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3.5 Hién trang tan cong DDoS doi tién chudc

(Ransom DDoS)

So sanh s6 vu tan cong Ransom

DDoS theo quy: 2025 vuot xa 2024

14 nghin

12 nghin

10 nghin

8 nghin

6 nghin

4 nghin

2 nghin

2025 =mm 2024

14,9 nghin

5,6 nghin

4 nghin

5 nghin

Quy | Quy I

§YVNIS
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Trong quy 1 ndm 2025, s vu tan

cbng Ransom DDoS da tang vot
Ién 14,875 vu, cao gap gan 3,7 lan so
véi con sb 4,000 vu cua clung Ky nam
2024. Day 1a dau hiéu cho thay hacker
tap trung khai thac giai doan dau nam,
thoi diém doanh nghiép khdi déng
nhiéu hoat dong s6, phu thudéc manh
vao hé thong truc tuyén dé gay ap luc
va ép tra tién chudc.
Sang quy 2 nam 2025, s0 vu tan cong
ghi nhan 5,605, tdng nhe 12% so vdi
5,000 vu cta quy 2 nam 2024. Murc
tang nay khong qua doét bién, cho thay
sau cu “s6¢” & quy 1, cac t6é chirc co
thé da tadng cuong bién phap phong
thl, déng thai tin tac co thé tam diéu
chinh chién thuat nham tranh bi phat
hién hodc chuin bi cho cac dot tan
cong tiép theo.

Ransom DDoS (RDoS) la hinh thirc
tan coéng tlr chdi dich vu phan tan
(DDoS) két hgp tong tién: tin tac de
doa hodc thuc hién tan coéng lam
gian doan dich vu tryc tuyén va yéu
cau nan nhan trd tién chubc dé

ding tan cong.
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Q)

DDoS bang Al ‘

Hé thong VNIS ghi nhan cac dac diém noi bat ctiia cac cudc tan cong DDoS
bang Al, nhu sau:

3.6 Hién trang tan céng DDoS bang Al

DDosS truyén thdng H& thong VNIS ghi
—| nhan 117,760 cudc
tan cong DDoS co su
dung céng nghé Al,
chiém 46% téng s6
256,000 cudc tan

cong tai Viét Nam.
V&i cuong do tan
cong trung binh hon
322 Gbps - mot
ngudng bang théng
rat cao.

Tu dong thay d6i vector: Nhanh chdng chuyén tur volumetric flood sang HTTP(S)
flood, API flooding hay DNS amplification, khién phong thu kho thich tng.

T6i wu hda botnet theo thai gian thuc: Phan phdi luu lugng hop ly, tranh bo loc
truyén théng va duy tri ap luc lién tuc.

M6 phéng hanh vi nguoi dung hop 1é: Tao luu lugng gia, gdy kho khan trong viéc
phan biét truy cap chinh thdng va doc hai.

Gia tang tinh dai dang: Duy tri nhiéu ngay dén hang thang nhd kha nang tu diéu
chinh chién thuat tan céng.

Ha thap rao can: Tu déng hda viéc thiét 1ap botnet va chon vector tdi uu, gilp ca
nhém nhd hay ca nhan cling co6 thé tan coéng tinh vi vai chi phi thap.

Nham vao tang irng dung va API: Flood truc tiép hé théng xac thuc, thanh toan
hodc dich vu s, gay thiét hai Ién hon so vdi nghén bédng thdng truyén théng.

K&t hgp téng tién (RDoS): Chon thoi diém cao diém dé gia tdng stic ép, budc nan
nhan tra tién chudc.

M4 rong pham vi toan cau: Botnet IoT va proxy bi chiém dung, phan tan luu lugng
tUr nhiéu qudc gia, lam chan theo IP hay dia ly kém hiéu qua.

Diéu nay phan anh moét sy dich chuyén rd rét: tlr nhirng dot volumetric flood don gidn sang
céc chién dich DDoS thdng minh, da tang va dai dang hon. Véi xu hudng nay, Al khdng chi

déng vai tro ho trg ma da tré thanh

vii khi chu luc” cua tin tac, budc doanh nghiép phai

nang cap hé théng phong thl theo hudng Al d6i pho Al dé bat kip toc dod phat trién ctiia méi

de doa.

VNIS

Vnetwork Internet Security

Pugc thuc hién béi VNETWORK GROUP
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3.7 Nguon gobc tan cong DDoS theo quoc gia

VNIS ghi nhan Top 10 quéc gia c6 luu lugng tan cong vao cac
doanh nghiép Viét Nam I6n nhat

1.Ukraina 2.Indonesia 3.Nga 4. Singapore 5.HoaKy 6.HongKéng 7.ViétNam 8.Mexico 9.Thdilan 10.Canada

Danh sach nay phan anh céac nut botnet, proxy hodc diém cudi VPN noi cac cudc tan cong
DDoS xuat phat, chir khdng phai vi tri thuc té cuia cac tac nhan de doa.

Trong sé cac qudc gia hién nay, nhitng quéc gia cé nén tang cong nghé chua phat trién
manh nhu Viét Nam, Ukraine, Mexico, va Indonesia dang ngay cang trd thanh nhiing
nguon phat tan chinh clia cac cudc tan cong DDoS. Diéu nay cho thay rang tan cong
mang khéng chi dén tlr cac quéc gia phat trién vdi cac co sé ha tang manh mé, ma con xuat
phat tir nhitng khu vuc co6 co s& ha tang bao mat yéu, noi cac thiét bj loT, may chd khong
bdo mat va cac hé thdong chua dugc bao vé day du dé dang bi loi dung dé tao ra botnet
hoac amplifier.

Mé&c dU cac qudc gia nay chua phai la di€ém dén chinh cla céc tac nhan de doa, nhung
chung lai déng vai tro vi tri xuat phat cho cac cudc tan cong DDoS do thi€u kiém soat va
bdo mat ha tang. Cac tan céng nay thuong kho bi phat hién va ngan chan vi ching st dung
dia chi IP gia mao hodc nut proxy tlr cac qudc gia khong phai la ngudn géc thuc sy clia cudc
tan cong. Diéu nay cang lam tang thém thach thirc trong viéc phat hién va phong chéng tan
cbng DDoS.
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bi th6i bay 2 (UC Ly
trong 4 gio downtime
BGi canh
Doanh nghiép chi str dung tudng Itra vat ly va cac giai phap chéng tan cong co ban. Tuy
nhién, véi quy mé tan céng cuc 1én 1én tdi hon 1,2 Tbps viéc tu tng pho gan nhu bat kha thi.
Ngay ca khi tim dén cac nha cung cap khac, doanh nghiép cling khéng nhan dugc ho trg
hiéu qua do dac thu hé thdng cong nghé thdéng tin khé tich hgp va chua don vi nao dd nang
luc xU ly luu lugng nay.
VNIS ghi nhan Iuu luvgng I6n nhat vao hé théng chirng khoan
Ién dén 1,2 Tbhps
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Quy mo tan cong
Thoi gian: Luu luong:
Cubc tan cong dién ra lién tuc Ghi nhan Dinh tan céng dat 1,2 Thps va
trong 4 ngay dau (trudc khi VNIS hon 720,000 RPS — murc quy mo cuc I6n
dugc tich hgp) va van kéo dai hon 1 tai Viét Nam.
thang sau dé. Dac biét nghiém
trong trong khung gi& giao dich cao
diém 9h00 - 11h00, 13h00 ~ 14h30 prwrongthurc tén cong:;
DDoS da I6p Layer 3/4/7.
API Flooding lam nghé&n toan b céng giao dich.
Khai thac SQL Injection va 16 hdng, hé trg bai Al.
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Case study
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" . Doanh nghiép chirng khoan
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bi-th&i bay Z CC 1&

trong 4 gio fowntime

Tac dong ban dau

@ Doanh thu tur phi giao dich sut gidam nghiém trong, chi 4 gio downtime da gay
thiét hai udc tinh hon 200 ty dong, kéo theo uy tin doanh nghiép bi anh hudng.

Chi phi bang thdng tra cho nha mang dén hang tram triéu t&r luvu lugng tan cong
vugt ngudng ma khdng cé bién phap chan loc kip thoi.

Hon 86% Iénh thanh toan bi gian doan hoac khdp cham, lam giam thanh khoan
thi truong va niém tin nha dau tu.
Nha dau tu khong thé dat, huy hodc slra Iénh trong hon 5 gid cao di€ém méi ngay,

khién hé thong giao dich bj tac nghén.

DO6i ngl IT phai truc 24/7 xt ly khiing hodng, nhung van khéng thé kiém soat
duogc luu lugng tan cong.

¥ ® & ®

Giai phap tir VNIS Q‘ VNIS

Vietnam Internet Security

Tich hgp nhanh chdéng
Nhan dugc thong tin chuyén gia cia VNETWORK d3 trién khai chan loc tan céng
ngay trong dém.

Dam bao khdi phuc 6n dinh sau 5 phut tich hgp, du hé théng cla doanh nghiép
ching khoan cé nhiéu yéu cau dac thu.

Nhan dinh & phan tich luu lugng
SOC 24/7 giam sat realtime, nhanh chéng xac dinh nguén gdc va vector tan cong
(Layer 3/4/7, API Flooding, SQL Injection).
Al WAF s(r dung Machine Learning dé hoc tir kho dir liéu tdn cédng khdng 16 cla
VNIS két hgp tinh hinh thuc t€, tir dé ty dong nhan dién mau hanh vi bat thudng
va phan biét rd gilra yéu cau hop 1& vdi luu lugng doc hai.

Page: 1 2
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Case study

Giai phap tir VNIS Q‘ VNIS

Vietnam Internet Security

Chan loc & xtr ly da I6p

Multi-CDN + Al Smart Load Balancing: md rong ha tang trén toan cau & 146
qudc gia véi hon 2,600 Thbps, gilip duy tri tinh 8n dinh, gidm &p luc may chi goc,
phan tan luu lugng DDoS Layer 3/4.

Al WAF: tu ddng chan DDoS Layer 7, SQL Injection, XSS, Zero-day va toan bo 16
héng theo danh sach OWASP Top 10.

API Protection chuyén sau: bdo vé endpoint dat I&nh, huy 1énh, thanh toan khoi
API Flooding va ro ri dit liéu.

Rate Limiting & CAPTCHA thong minh: loai bd botnet va truy van gia mao, git
nguyén ven giao dich hop 1é.

Verified Bot Request Verified Bot Trend
- _.u
L1 ) LS
A s [T I|‘| o
- i . , i s L | .
AV ! LR IRV

Verified Bot Type Invalid Cookie Type Invalid Cookie Request
- SR, T ] ¥ e e . F

i | 22.9M

VNIS ghi nhan va phan tich tan cong realtime

Giam sat & toi wu lién tuc

SOC & chuyén gia VNIS déng hanh 24/7 clng

hé théng Al cap nhat rule theo thdi gian thuc dé
doi phé céc chién thuat tan céng thay dai.

Hé thdng bao cao dinh ky, t6i uu hiéu nang va
bao méat, dam bao giao dich mugt ngay ca trong
gio cao diém.

Page: 1 2
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Case study

Két qua dat duoc
Hé théng khoi phuc giao dich chi sau 5 phut sau khi VNIS dugc tich hop.
Loai bd 99,997% Iuu lugng ddc hai, gitr nguyén ven Iénh hgp 1é clia nha dau tu.

Thanh khoan thj truong dugc khdi phuc, niém tin khach hang Iay lai, uy tin doanh
nghiép dugc bao vé.

Doanh nghiép thoat khdi khiing hoang, chuyé&n sang van hanh én dinh va san
sang tdng truong bén virng.

Vé VNIS
Giai phdp VNIS WAAP (Web Application & API Protection) bao mat dugc kién tao tir Al

Noi Al khong chi la cdng cu ho trg, ma dong vai tro trung tam trong viéc xay dung giai
phap, du bao, nhan dién va phong chong cac cudc tan cong mang ngay cang tinh vi.

M6 hinh hoat dong két hop Multi-CDN va Cloud WAAP (rng dung

Al giup chong tan cong DDoS toan dién 6 tang 3/4/7

Origin systems

( O 5 - Cloud-hosted

Cloud WAAP
Al-driven, behavioural-based,

rule-based protection

_&_ @ 'm;mmo)s‘/.d -

Endpoints Internet
(User)

Muliti-CDN
Al Smart Load Balancing

Hosted

Véi VNIS doanh nghiép c6 thé:

Bao vé Web/App/API
khoi cac tan cong theo
thdi gian thyc: DDoS
layer 3/4/7, bot attack,
khai thac 16 hong bao
mat, zero-day,
crawlers/malware...

VNIS

Vnetwork Internet Security

DPugc thuc hién béi VNETWORK GROUP

Phat hién va ngan chan
moi de doa ngay tir giai
doan dau ma khong lam
anh hudng dén trai
nghiém ngudi dung va
hiéu suat hé thdng.

Duy tri hiéu suat vuot
troi, k& ca trong nhiing
tinh hudng tai luu luong
truy cép tang cao hoac
tan céng co chu dich.

BR OGS J


https://www.youtube.com/@VNETWORK_JSC
https://www.linkedin.com/company/14395068
https://www.facebook.com/www.vnetwork.vn
https://www.tiktok.com/@wearevnetwork
https://open.spotify.com/show/1beF0enpzOj7Il68iTv3K0?si=efe6a8cb553743e0&nd=1&dlsi=0766dbcb5d904885

BAO CAO TAN CONG DDOS 6 THANG DAU NAM 2025

Q)

Xu huéng & khuyén nghi

Du doan xu hudng

1) Gia tang khoang 32% cudc tan cong DDoS trong 6 thang cudi nam
SO lugng thiét bi loT ngay cang nhiéu va kém bao mat tao ra botnet 16n; tin tac ing
dung Al dé ty déng hoa va che gidu luu lugng; dich vu DDoS-for-hire gia ré gidp
nhiéu doi tugng dé dang tham gia; qua trinh chuyén dG6i s6 md rong bé mat tan
cOng; chién thuat da vector nham vao tang ing dung va API khién cac hé thong
phong thu khé doi pho.

2) Xu hudng theo mua va su kién: cao diém DDoS c6 thé tai dién vao Quy 4
Hoat déng khuy&n mai, IPO va su kién céng cdng thuong thu hut luu lugng nguoi
dung cao, tao diéu kién dé tin tac lgi dung. Chung chon dung thoi diém cao diém dé
t6i da hoa gian doan va gia tang sirc ép tai chinh, k& ca tan cong tong tién.

3) Cuong do “siéu lon” (>1 Tbps) tré thanh kich ban thuong xuyén
Botnet phan tan toan cau (loT va proxy server) gilp tin tdc dé tao ra luu lugng cuc
Ion. Doanh nghiép thi€u Anycast CDN va Scrubbing da ving sé& kho hap thu dugc

cac dot tdn céng cuong dé cao.

4) Tan cong nham API va hé thong thanh toan tiép tuc gia tang
API ngay cang gilr vai tro trung tdm trong giao dich sg, trd thanh muc tiéu ua thich
cua DDoS tdng tién. Tin tac tap trung flood tang ing dung dé lam nghén hé théng
xac thuyc, thanh toan hodc dich vy khach hang.

5) Nguon tan cong phan tan va khé du doan hon

Luu lugng DDoS ngay cang dén tir nhiéu qudc gia va ASN (la s6 hiéu hé théng tu tri
mot ma dinh danh duy nhat dugc gan cho méi Autonomous System trong Internet.)

khac nhau, phan anh su lan réng clia botnet toan cau. Hacker cling tadn dung ha
tang proxy va cloud bi lam dung dé& an danh, khi€n bién phap chan theo dia chi IP
hodc qudc gia kém hiéu qua.

16

6) To chirc va co quan nha nudc tré thanh muc tiéu, dir liéu bi rao ban tran lan

Trong ntra dau thang 9/2025 da ghi nhan céc vu tan cong mang nham vao céac

doanh nghiép Ién va co quan nha nudc, véi dit liéu nhay cam bi ro ri va rao ban cong
khai trén cac dién dan ngam. Dy bao tlr nay dén cudi ndm, tinh hinh sé con dién bién

phtc tap hon, khi xu hudng tan cong khéng chi dirng & DDoS ma con két hgp vdi
viéc danh cap va khai thac dir liéu dé gay strc ép hodc truc Igi tai chinh.
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Q)

Xu huéng & khuyén nghi

Khuyén nghi cho doanh nghiép, t6 chirc

Cong nghé & Giai phap ky thuat

DAau tu gidi phap chong DDoS chuyén dung da I6p (Layer 3/4 va Layer 7) dé bao vé
toan dién tl&r volumetric flood dén HTTP(S) flood.

Bao vé DNS va APl bang multi-DNS, DNSSEC, API Gateway vd&i mTLS/OAuth2,
quota & schema validation.

Tach tai dong — tinh va ché dé degraded mode dé giam &ap luc 1én backend va duy
tri trai nghiém co ban khi bj tan céng.

Chién lugc multi-cloud/multi-region cho dich vu trong yéu dé tranh “diém nghén
don 1&” khi€n toan bd hé thdng bi té liét khi mot noi gap su co.

Giam sat & Phat hién sém

Thiét 1ap giam sat luu lugng thai gian thuc (SOC/IDS) dé phat hién sém dau hiéu bat
thuong trong luu lugng truy cap.

Dinh ky kiém thir & dién tap kich ban DDoS dé danh gia kha ndng phan (ng va toi
uu canh bao.

Ung ph6 & Quy trinh van hanh

Xay dung k& hoach tng pho su ¢4 DDoS véi muc tiéu khéi phuc nhanh (RTO =10
phut), dién tap dinh ky d& SOC/IT luén san sang.

Chuan bj kich ban Ransom DDoS (RDoS): c6 quy trinh xtr ly khi nhan de doa, khong
trd tién chudc, bao cdo co quan chirc nang.

Hop tac vdi don vi an ninh mang uy tin d€ dugc ho trg 24/7 khi xay ra tan cong quy
mo 16n.

Quan tri & Tai chinh

Du toan chi phi DDoS (FinOps): bao gém egress, scrubbing, WAF request, déng thoi
thiét 1ap ngudng shed load ty déng dé kiém soat tai chinh.

Dua DDoS vao quan tri rdi ro cap chién lugc, gilp lIanh dao thdy day la rui ro kinh
doanh, khdéng chi 1a sy c6 ky thuat.
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Phuong phap & nguon dir liéu

Nguon dir liéu:

Thu thap tir VNIS - gidi phap bao mat
Web/App/API ciia VNETWORK, qua
hé théng chdng tan céng DDoS.

Phuong phap thu thap:
Giam sat lién tuc va ghi nhan su
kién bao mét.
St&r dung cdng cu phan tich dinh
lugng va dinh tinh.

Pham vi:

S0 liéu téng hop tlr hé thdng bdo mat
VNIS cua khach hang tai Viét Nam va
trén toan cau.

Thei gian ghi nhan:
TU ngay 1/1/2025 dén 30/6/2025.
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Giai phap

tr VNETWORK GROUP Lién hé

" , , - . N Viét Nam
VNIS mang dén su bao chung virng chac: ha tédng an Toa nha UOA Tower

ninh mang quy mé Idn, céng nghé phong thu tién s6 6 Tan Trao, phudng
ti€n va déi ngli chuyén gia luén sdn sang Ung clu. Tan My, TP. H6 Chi Minh
DAy chinh la nén tang dé doanh nghiép yén tam tap

s s , . . A Singapore
trung vao tang truong, trong khi VNIS bao vé hé

~ S . 111 North Bridge Road
thong so va thuong hicu. #17-06 Peninsula Plaza

+84 (28) 7306 8789

Lién hé ngay Tim hiéu thém
contact@vnetwork.vn
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