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Tan cong Raas,
leo thang manh me

'RaaS: Ransomeware asas®efVice

Ransomware khong con la mot

cudc tan cong don le.

Ngay nay, Ransomware duogc lap di lap lai
theo cling mot kich ban:

Panh cap Yéu cau O ri Nang murc
dir liéu tien chudc dir liéu yeu cau

} Raas la tam diém cua lan song tan cong dang thay doi.
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02 C WSOMWARE
Cach Raas,
hoat déng thuc té

Quy trinh tan cong duoc thiét ké
va phan vai mot cach tinh vi.
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Nha cung cap NguoGi moéi gidi Ké thuc thi
Phat trign Mua di ban lai Mua dich vy va
ransomware va quyén truy cép [icn kh,ai ch\ié’n
duy tri ha tang va thong tin e telng) Wi
tan cong dang nhap

} Ky thuat khong con la rao can, tan cong dé dang hon.
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Lan sGng. RANSOMWARE,
lan rong toan cau

Chau Au - Nhiéu san bay I6n té liét vi ransomware
- Hang loat chuyén bay bi hodn hodc huy tai
Brussels, Heathrow va nhiéu san bay khac

Nhat Ban - Tap doan Asahi bi tdn cong ransomware
- Hé théng san xuat va phan phai bi gian doan

- 27 GB dir liéu bi danh cap

} Han Quéc - Ngan hang bi tdn cong ransomware
-> Dich vu bi ngung trong 4 ngay

- 24 trén 79 yéu cau boi thuong da duogc giai
quyét, udc tinh thiét hai 9.000 USD

—
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Dao tao va nang cao
nhan thirc cho nhan vién

Thuc hién mo phong tan cong
tang kha nang phan Ung su co

pﬁbngthﬁ
nhiéu lop

Tang cuong hé thong
sao luu

Dam bao di liéu lubn duoc
sao luu, san sang phuc hoi

Ngan chan lay lan trong
hé théng ndi bo

Khoanh vlung tac dong, kiém
soat truy cap & murc toi thiéu

a Ngan chan sém cac
hudng tan cong tiém an
Gidm sat 16 hong va va 106i
trudce khi bi khai thac
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05 - -
EG-Platform _tir VNETWORK

Giai phap email duy nhat dap tng100% b6 tiéu chuan
bao mat cta ITU va dugc cac to.chucuy tin trén thé
gigi khuyén nghi str dung

Giam sat & phat hién méi de doa theo thoi gian th

Al/Machine Learning phan tich hanh vi nguoi dung

M6 hinh bao mat Zero-trust

(phat hién URL, file, QR déc hai, v.v.)

0 Nén tang bao mat déng bo, khép kin va toan dién

Email Gateway

[Company Name]'s email security ¢

from [dd-mm-yyyyl to [dd-mm-yyy)  Result of Final Diagnosis
o ota nlcaution: g i on the results detected during the diagnost d, the final checklist and recommended
ous e ere cted. S provided.

potentially harm your computer an
losses to your organization througl  Guidance

personal data breaches. Therefore,
G 1al p h a p b ao n lat E mal I security solution, or [fyouare not ¢  bangerous  gginossy Please check the emal security solution to ensure that both busi
L one, we strongly encourage Impler  Email  promeconal g 2N promorional mals are iocke. I there are any emals nat n
solition that can block such emalls S o beenocke, 5 ecommended o update e amai sk

h DN 2 . \ h ~n ’
. To proactively black dangerous emalls classfied as malicious activtie
chiéu guti va nhan, ing veral Resuts o et

_ analyze all behaviors of email
o 4 To proactively block malicious URLS, it is recommended to setup
ung achine Learning CoutonaryEmal st e Fikr oot sk oy o A e

dealing with a significant volume of emails containing links.

Dangerous Email  Business/Prom By allowing only emails that meet specific criteria, such as a fixed IP ¢
Ransomware other specified conditions, you can proactively block emails dlassified
Malware (Malicic ransomware.

Malicious URL( ~ Tampered We recommend implementing an email security policy that priori
Email Forged Header blocking emails where the actual sender's email address differs fi
Ransomware the one visible to the recipient.
I We recommend offering a separate netification feature for emall
Conditional Blo e ariginating from high-risk countries to provide users with an aler
9 take necessary precauitions as a default response.

Forged Header R We recommend using an encrypted secure email service to enable

immediate differentiation between regular emails and emails sent by

Sender Locatio o hackers.

Look-alike Don  Recommendations

We recommend using an email security solution equipped with the following features:

Bao mat Email ngay -

Inbound Emails by Vulne
* Separate notification for emails with altered senders,

A
[n) + Receiving emails only from fixed IP addresses,

* Separate notification for emails with sender addresses different from previous email history or other pattern’
Top 5 Users Requiring Cau P L & a
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