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About
VNETWORK

Growth journey and
Solution ecosystem



Since its establishment, VNETWORK's vision has been to provide a comprehensive

ecosystem: IT infrastructure, content delivery and cybersecurity; for a safe and

saved solutions for Al transformation and digital transformation journey. This is

also the premise to promote the digital economy and establishing a robust

defense system to safeguard enterprises against cyberattacks.

Message from the Founder & Chairman, Mr. Tao Nguyen Van

r/ . Y
Vision :%:

To become the Leading Cybersecurity &
Rescue Center in Asia, serving as the
immediate and most trusted point of
contact for clients facing cyberattacks
and digital security incidents.

Mission ¥

VNETWORK leads the way in offering
high-quality cloud-based infrastructure,
content delivery network and security
solutions. This empowers businesses to run
their operations with safety, stability, and
maximum efficiency.

Trwoax SECURITY OPERA




The secret sauce

, 146 . 2.300

countries PoPs

, 2.600 , 20

Thps million CCU

- NVMe Gen5 _ 24/7

CPU Intel® Xeon® 6 SOC 1 0on 1 support
Efficient 6740E

/TR
ISO
NS/

License No. 121/ GP-BTTTT ISO 27001/ISO 20000-1
Licensed by the Ministry of Certified to meet international
Information and Communications standards for IT solutions

for network security services

Science and
Technology Enterprise

Proud to be among the few
Viethamese enterprises certified
by the Ministry of Science and
Technology

About VNETWORK

@ Gartner
"Y' RAPIDF

&

ITSCC, Gartner, Rapid7

Recognized and recommended
for use in the global market

Y

%>

13+ Years of Experience
Partnering with businesses



Products & Solutions
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About VNETWORK

Cloud
Storage

Bare Metal Server
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Comprehensive transformation ecosystem
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Al
Transformation

Al Staff | Al Agent
Al Marketer | Al Code

Green
Transformation

ESG | CSR | RBC | WPC
HRA+ | GTP | SCMS

4—"’ Financial

Services

)
Transformation

Consulting & Training <= Website | Cloud | ERP
for Transformation CRM | POS | HRM

IT Infrastructure I Content Delivery
Solutions | N Network Solutions
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Trusted by over 2.000
businesses

VNETWORK has always invested in
infrastructure and technology to

ensure efficiency and security for our

web servers, applications, and APlIs.
Working with VNETWORK, we feel
completely assured of the stability and

safety of the system.

Tran Thé Ludn
Head of IT Security - Vietcap

VNETWORK - great experience and
exceeding our expectations! The young

and energized team supported us to
block DDoS attacks, speed up the
website and widen bandwidth for our

livestream. All the matters were solved

quickly and effectively.

Pé Minh Dire
Technical lead - CellphoneS

cellphone §

| truly value VNETWORK’s kind-hearted business mindset and dedicated support. At my
previous workplace, we encountered challenges and needed to migrate data from

VNETWORK's VCLOUD to the company's on-premise IT infrastructure to optimize costs

during the pandemic. VNETWORK's highly skilled technical team enabled a seamless
migration - a task that many vendors wouldn’t be willing to handle. That's why, when | joined
Cinestar, | continued to place my trust in VNETWORK and collaborated with

them on new projects.

Dé Quéc Bao
Head of IT - Cinestar
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About VNETWORK

The secret sauce

Instead of spending resources building their own infrastructure and security system, businesses can partner with VNETWORK, a
comprehensive ecosystem that brings together robust infrastructure, optimal performance, and comprehensive security solutions, ready to
meet all levels of growth and digital security risks.

Global infrastructure In-house technology . 24/7 proactive Reliable services

with 2.300+ PoPs in with deep Al/ML | monitoring by with strong SLA

146+ countries | integration : expert SOC team — commitments
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Diverse solutions Bespoke solutions : Compliance with Facilitates compliance

with flexible for unique business | international with current legal

pricing _B requirements Ja. : standards regulations
| -

@) — &
| _3@ @1 LEJ

e Businesses providing digital services in Vietham are required to store user data domestically (Decree 53/2022/ND-CP). e Businesses are obligated to classify system security levels and develop appropriate protection plans (Decree 85/2016/ND-CP).

*
* |
»

e Businesses must implement technical and administrative measures to protect personal data (Decree 13/2023/ND-CP). e Failure to comply with the designated security level may result in fines of up to 50 million VND (Decree 15/2020/ND-CP).
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IT iInfrastructure

VCLOUD & Physical infrastructure

Private Cloud, Public Cloud,
Bare Metal Server, Data Center



IT infrastructure

The solution Cloud, Bare Metal Server, Data Center

o IITENTIEEED  «f VCLOUD
on your demand

@ Flexible deployment across all ISPs, with no

Quick deployment, smart management, and unlimited scalability to regional limitations.
maximize performance and secu rity. @ Bandwidth on demand, for better operational efficiency
and cost optimization.
«» Robustinfrastructure Unlimited scalability (vj Ready folr detploylment within 24 hours, speed up
='° Tier lll infrastructure with advanced d) Easily expandable and customizable your go-iive imetine.
— hardware, ensuring up to 99.997% uptime. to meet your business needs. @ High-performance server configurations with modern
AMD/Intel CPUs and ultra-fast SSD/NVMe storage.
o Tailored to your needs 24/7 expert support
w Flexible billing and diverse 0 Expert team available around the
service packages. clock, always ready to assist. =
=N Bare Metal Server
¥/ High-performance read/write speed with 800.000 + |IOPS (Vj Tierlll-certified VIP Data Center provides high
availability and reliability.
(vVj Easily deploy and flexibly scale the cloud server infrastructure.

@ Flexible space that can be easily expanded or upgraded.

(vj 100+ Gbps uplink bandwidth and 10+ Gbps international bandwidth.
@ Multi-layered security with server access control,
_ . CCTV surveillance, biometric authentication,
(vVj Built-in N8N, deployment under 1 minute. A A e Fe e



Explore VCLOUD's key features

Platform as a Service Infrastructure
Monitort as a Service
. . ; onitorin
Function as a Service Database Services g
&5 Database Engine for MySaL £3 Platform Monitoring (K8S, DB,...) Database Services
Application Marketplace = ,@ Infrastructure Monitoring Virtual Machine
Database Engine for PostgreSQL
® S ere Meta
Al X % Distributed Tracing aré|Metaliservers
. ) g% Database Engine for MongoDB % % ol ettt
Containers as a Service Log Management ¢ Cloud Backup & DR
Managed Kubernetes g@ Database Engine for MariaDB Incident Management £} GPU Server *
Container Registr = )
=T i @[] Database Engine for Redis o Reporting Storage
5 kas @ Database Engine for MS SQL Security & Management S —
(@) Cloud WAF ,
%’ Data Integration (Kafka) @3 C’ File Storage
Anti DDoS
3 )
a DevOps Q. Open Search &, Key Vau Cloud Drive
O CI/CD Pipeline .
B iam Networking
=
= Load Balancer
Management © VPC
NFS File Shares
Integrations Self-service portal Reports @ IPv6 Support
&) VPN Service
_— Long-term resource
API Billing g

reservation

Data center Infrastructure
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VNETWORK Content Delivery Network

Security CDN solution and Content
Delivery Acceleration ecosystem



The problem

Challenges

Slow website/app performance due to high traffic and large
volumes of static data (videos, images)

Inability to handle large traffic spikes during peak
hours or major events

VNCDN

Consequences

Poor customer experience, lower conversion
rates, and customer loss

High server operating costs

Poor user experience, revenue loss, and
reduced brand reputation

Security risks and cyberattacks

Lower profitability and difficulty optimizing budgets

Difficulty optimizing video/livestream delivery
across multiple devices

Service disruption, data loss, and decreased customer trust

Limited data storage and scalability

High storage costs and difficulty meeting
growth demands

High storage costs and difficulty meeting growth demands




The solution p CDN, Transcode, Cloud Storage

Handling high traffic loads, particularly during peak times or DDoS layer 3/4 attacks, requires strong and stable performance to
ensure uninterrupted service and protect revenue.

VNCDN's comprehensive acceleration ecosystem

Solution effectiveness
x Not Using O VNCDN

uuuuuuuuuuuu

CDN HLS Low Latency Originserver User
. Real-time livestream/video
Deliver content from : . IS] o ¢
transcoding. Copyright ] ' o\

the server closest L ) A = ®

to the user monitoring & detection =] o m > &

o @ All of the traffic
is served by the origin server
Multi-CDN VMS

« Using (g VNCDN

Origin server
8 o e
g - - L
Cloud Storage - (@ vNcoN W
@
_ims | S

Store data online with flexible
and scalable CapaCity Traffic is routed to

CDN nodes closest to users

Transcode on-demand User

video content for all devices

Combine multiple
CDNs to optimize
speed and stability

Quick & easy VNCDN integration

To integrate VNCDN, customers only need to provide the following information:

.\/ Domain _/ \/ SSL Certlflcate \/ IP Or|g|n ' \/ Whitelist of CDN IP ranges )




Global coverage with robust
Infrastructure capacity :

H:%j Vi etn a m Infrastructure deployed across All major ISPs 9 " '
in Vietnam (Viettel, Mobifone, VNPT, FPT)
T10M + 15+ Tbhps 20B +
Concurrent High domestic Requests
users uplink bandwidth processed daily

Fully synchronized with the latest and most
advanced server configurations on the market

2.300 PoPs 200 Tbps

Presence in 146+ Global CDN uplink
countries capacity
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VNIS

VNETWORK Internet Security

Comprehensive Web/App/API security solution
powered by Al and Machine learning



The problem

Challenges

Infrastructure can handle normal operations but
struggles under sudden traffic spikes or attacks

Security vulnerabilities are exploited; APIs lack
adequate protection mechanisms

High latency and frequent downtime during peak hours

Unable to find a trusted and high-quality security provider

Lack of experience in incident response and insufficient
support from global providers

VNIS

Consequences

Websites may become slow or inaccessible, leading to
unplanned costs (especially when using physical firewalls or
limited bandwidth)

\i

Data is exposed or attacked via APIs, affecting security
and customer trust

()

Poor user experience, customer loss, reduced performance,
and revenue impact

Wasted time and money on ineffective solutions (such as
outdated WAF systems)

A

Delayed response to attacks may lead to data loss,
service disruption, and serious operational damage



The solution p Web/App/API protection

A security solution is empowered by Al, which involved Al during the process of designing the solution in order to predict, detect,
and defend against increasingly sophisticated cyberattacks.

h‘ V N I s Solution effectiveness
Vnetwork Internet Security

Secure and speed up Web/App/API  TT T R
S API Attacks — ORI “ Account Takeover Attack &
™~ *
£+ Multi-CDN I AIWAF A & "o o & - = I
m ‘ . O Attacker . - " & . » . » & & » t 3 ﬁ' — A
LE Activate easily trusted [:6 Block targeted L 0-da = »
. \— Malicious Bots OWASP Top 10 Web y ———
global CDNs on a attacks with 2,400+ . 8 Crawlers Application Vulnerabilities s
single platform Core Rule Sets and N U
A|/M|_ User
» Al Smart Load Balancing SOC & Experts ) \
Distribute automatically Mitigate attacks in as Vv Using n ‘!WN!“S
traffic to reduce load on little as 5 minutes
origin servers . o * . -
1 > - —— ———
Attacker = & : * Bot Management DBas3 Protection
Quick & easy VNIS integration Origin Server Web Application
askKing Irewa _m

API Security Clean traffic

To integrate VNIS, customers only need to provide the @
. . . - Threat Analytics
following information:

User Origin Web System
+ Domain «/ SSL Certificate «/ IP Origin

Al Smart Load Balancing



VNIS

Protection model

Firewall layer 3,4 Firewall layer 7 Origin systems
Attack traffic and

genuine users Filtered attack

> .
layer 3,4 Clean traffic

' OE' ’ OE] ’
*lllustrates how requests are filtered layer

by layer before reaching the system
Origin systems

ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ "= =

O Pes Nat’ Cloud-hosted

A o LY e
clouarron O

| |
CLOUDFLARE (ﬁ

Endpoints Internet Multi-CDN Cloud WAAP Hosted

(User) Al Smart Load Balancing Al-driven, behavioural-based,
rule_based protec“on Failover / Round-robin / IP hash
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EG-Platform

Email Gateway Platform

Comprehensive Email security powered
by Al and Machine learning



EG-Platform

The problem

Challenges

Consequences

Email is a primary target for cyberattacks such as Sensitive data breaches, loss of brand reputation, and
phishing, ransomware, and malware financial or transactional damages

Failure to block sophisticated attacks, leading to critical

Inability to adapt to new attack tactics security risks

Unwanted spam and promotional Emails
reduce productivity

Employees waste time handling spam, potentially
missing important Emails

Risks from careless user behavior Spread of malware, data theft, and disruption of
(e.g., clicking malicious links) business operations
Mass distribution of malicious Emails from Damage to brand reputation, legal violations, and

compromised accounts loss of customer trust




EG-Platform

The solution p Email protection

Email is an official communication channel for organizations, directly impacting brand image and reputation. Protecting the Email
system helps safeguard sensitive customer information and secure important transactions.

E;Platform E:Platform

K Notusing

Email Gateway Platform Email Gateway Platform
. . o * #
World-Class Email security Ryt fM.-,.ware Spoofing , Ransomuare « ¥
- . * { - * * >‘ . b » ; - * » > Vg.zr
. . . . - * * * ! . * » > . b - * » . * &Y.
The only email security solution that 100% complies Jeerot L L peeptake eeroz L eers

Data Leakage Phishing

with the world’s leading standards, recommended

by trusted global organizations.
 using EsPlatform

Email Gateway Platform

v

* b 4 » -
Quick & Email ity integrati ‘m A :v"o -
uic eas mali security integration
. y y g ‘ — (Gnamﬂunnn —> '?u: eiveGURRD — a — @ndﬁunnn—> 2
To integrate EG-Platform, customers only need to Seeron Leeros et
provide the following information:
v/ Email domain «/ Mail server IP
. . The only solution that Recommended by
+/ Whitelist and v F:ustom rules c?nflgtfred complies with 100% of trusted global 77N Ga rtne';
blacklist mail list In the customer’s mail recognized international organizations @
system for email filtering email security standards by: ITSCC, Gartner, Rapid7  sc® RAPIDE)

International Telecommunication Union



3 Al/ML-Powered email filters

Global Standard Email
Integrated Security Platform

EG-Platform

Email Security
Solutions into ONE

@am GUARD ————

Anti-Spam Inbound Security Solution

nl o
I

dILT
2

— -

y
Learning-based
Spam Filtering

&

Preventing the Use of
lllegal Relay Server

pany
{B4¥
N/

-1

Malicious Code

Three-Step

Analysis Inspection

Learning-based filtering for Advertising Spam

()
x)
Block Bulk Spam
Attacks

a

Mail Server Access

[

E-Platform

Email Gateway Platform

EG-Platform

— @lﬂlﬁlﬂlﬂﬂ

Outbound Security Solution
Delivery & Approval Management

| 3

Check words/phrases  Estaplish an Outbound

for information Mail Approval System
leakage prevention

X /TN

*-

Send and retrieve Prevent replies to

Control secure mail malicious mail
@eiveﬁllllﬂ
APT Fraudulent Mail Blocking Inbound Security Solution
Fraudulent Mail, Filtering New Malware
AN 7N\ e\ ==
J . \ -+ Tl ihds)
(e 1\3{ )/ \[’_\’\:%f \s 24 L&,
URL Real-Time Learning Data Base Look-alike Domain  Check for Sending Check for Mail

End-Point Scan

Sender Inspection

Detection Route Change Falsifying
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Case study

Proven success with VNIS,
EG-Platform and VNCDN



Case study - VTV

Vietnam Television (VTV) is the national

BroascateroaE Bl e T e « Slow load times, especially during peak hours or in international

the Socialist Republic of Vietham. VTV’s regions like Laos, China, and Thailand.

mission is to communicate the Party’s _

guidelines, and the State’s laws and A" Lack of ootimi . _ . )
naliclesteontiBuins e e L . ptimized support for multi-device streaming, bitrate
cultural enrichment, and improving adaptation, and large-scale livestream events.

citizens’ quality of life. Broadcasting is Cha"enges

available not only across Vietnam but also

: : e The previous provider lacked flexible pricing models and the ability
in countries such as

Laos, China, to manage case-by-case campaigns with dedicated support.
and Thailand. VIV /
Solutions Results
& Accelerated content delivery with 2.300+ global PoPs, optimizing viewer & Livestream performance improved by 47%, virtually eliminating lag during high
experience in Southeast Asia. traffic or international access points.
& Automated video/livestream transcoding with adaptive bitrate for smooth & Reduced infrastructure costs by up to 30% compared to the previous provider
playback on all devices. through a flexible pay-as-you-go model.
& 24/7 technical support throughout each campaign, before, during, and after & Average incident resolution time reduced to under 5 minutes with 24/7

major broadcasts. dedicated technical support.



Case study - FireAnt

FireAnt is a pioneer in providing
investment support tools and financial
data for both individual and institutional
investors. Founded and operated by a
team of seasoned experts with deep
insights into the stock market, FireAnt
delivers effective and innovative

(ﬂ FireAnt)

investment solutions.

Solutions

Case study

m

Challenges

« Prolonged system disruptions caused by DDoS attacks, with no

provider able to resolve the issue before partnering with VNETWORK.

« Inefficient data delivery performance, reducing customer

satisfaction, especially during peak trading hours.

& Upon receiving urgent alerts late at night, VNETWORK quickly isolated
the attack and activated VNIS’s robust multi-CDN infrastructure to

respond effectively.

o Optimized content delivery to enhance performance for users

executing financial transactions.

Results

<

o

FireAnt’s system was secured and fully restored within the

same night of the attack

Successfully withstood multiple attacks exceeding 150 Gbps of

traffic each month without service disruption



Case study - Nhat Tin Logistics —

A leading express delivery company in

. . , » Severe virus attack affecting over 2,000 Email accounts, causing
Vietnam with over 20 years of industry

experience, offering a wide range of nearly a month of Email system downtime.

services including express, economy, .

i i N . . . . . . :
international, COD, full truckload, and é - Excessive spam and virus-infected Emails, posing high risks of
fulfillment. With a network across all 63 .

. o . data breaches and security threats.
provinces, Nhat Tin continues to Cha"enges
expand its branches, post offices, and
warehouses nationwide. « Difficulties in delivering a large volume of transactional Emails to customers

and partners, with many being marked as spam or failing to reach inboxes.
( NHAT Tln)

Solutions Results
& Migrated all data to VNETWORK'’s secure Email servers to ensure & Blocked all Email threats, saving employees over 80% of the time spent

data protection. handling spam and boosting efficiency.
& Isolated and completely removed viruses within two weeks, restoring & Reduced operating costs, meeting logistics industry needs for

system stability. large-scale transactions.

< Implemented EG-Platform to prevent targeted attacks such as ransomware, & Significantly increased inbox delivery rates, even for high daily

APTs, and phishing. Email volumes.
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VNETWORK GROUP

Vietham

23rd floor, UOA Tower, 06 Tan Trao, Tan My Ward, HCMC, Vietnam
contact@vnetwork.vn | +84 (28) 7306 8789

Singapore
111 North Bridge Road #17-06 Peninsula Plaza Singapore
contact@vnetwork.vn | +65 6226 1138

THANK YOU

©2026 VNETWORK GROUP | LEADING CLOUD SECURITY
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