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Vé VNETWORK

y Jirney

Dugc thanh 1ap tir ndm 2013, VNETWORK Ia tam huyét ctia nhitng con nguoi Viét Nam khao khat xay dung mét
khdng gian mang an toan va bén virng dé cac doanh nghiép cé co héi phat trién va vuon xa hon. Véi cac thé manh
bao gém co sé ha tang I6n manh hon 2,300 PoPs va bao phu hon 146 quéc gia, (rng dung cong nghé thong minh va
tién tién cung ddi ngii chuyén gia, SOC tai Singapore, Anh Quéc, Dai Loan, Viét Nam... luén san sang trng pho kip
thai 24/7, ching téi tu hao la don vi tién phong trién khai cac giai phap bao mat toan dién danh cho doanh nghiép.

Private Cloud
& Public Cloud

Bare Metal
Server
=3

Dau an cong nhan uy tin

Gidy phép kinh doanh giai phap an toan
théng tin mang do B§ TT-TT cap
$6:121/GP-BTTTT

Doanh Nghiép Khoa Hoc Céng Nghé
do B3 Khoa Hoc Céng nghé cap
56: 59/DNKHCN
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Expires 15 November 2024
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Hon 2,000 khach hang tin dung

VNETWORK ty hao phuc vu khach hang & da linh vuc

Gidi tri VN li! Vie®)N| Chia sé tur
truyén théng " khach hang
Xuat ban _ I
true tuyén THANHNIEN VNEIxPRESS Quandoinhandan
" ESUHAI Galaxy "" Tran Thé Luan . A
Giao duc ‘q EDUCATION Zducation & Head of IT Security VletCCIp
VNETWORK ludn dau tu vé
TMDT £ aco é dé d3
whr | 4 HASAK v ha tang va cong nghé dé dam
&Ban1é =< ACFC GSZ@ - e bao hiéu suat va bao mat cho
Web Server, trhg dung va API
cula chung toi. Véi VNETWORK,
Tai chinh

& Chirng khoan

San xuat

..hsc

A HYUNDAI

HEAVY INDUSTRIES

ACBS

Jollibee

B FireAnt

COOL

t6i hoan toan yén tam vé do 6n
dinh va an toan cua hé thong.

D6 Minh bBure
Technical lead

cellphone §

VNETWORK - trai nghiém
tuyét voi, vuot mong doi!
Doi ngli tré trung, nhiét tinh
ho trg ngan chan DDoS,

tang toc website hiéu qua,
Livestream bang théng rong.
Moi bai toan déu dugc giai
quyét nhanh chong, hiéu qua.

Game @ @ N E
NHAT TIN G

Logistics

& Xuat nhap khau N ASEAN . mes

Con s0 an tuong
Dugc ghi nhan tlr hé théng ctia VNETWORK trong nam 2024

D6 Quéc Bao
Head of IT

S
KINESTAR

4 trié

riéu
Email chira ma ddc, phishing va spam...
da bi EG-Platform loc sach, gilr vitng
an toan cho luéng Email chiéu guri,
chiéu nhan cua doanh nghiép.

38 ty

Requests khai thac
16 héng da bi VNIS
chu dong ngan
chan, bao vé toan
dién cho hé thdng
Web, App va API.

To6i danh gia cao tinh than
kinh doanh ttr té va sy tan tam
ctia VNETWORK. Khi con céng
tac tai don vi cli, doanh nghiép
gap khé khan va can chuyén
dit liéu tir VCLOUD cuia
VNETWORK xuéng ha tang vat
ly tai cong ty, dé téi uu chi phi
trong mua dich. Doi ngii ky
thuat cia VNETWORK d& hé
trg chuyén nghiép va tan tinh
trong qua trinh chuyén dai,
diéu ma mot s6 nha cung cap
khac khong thuc hién. Chinh vi
vay, khi chuyén cong tac sang
Cinestar, toi ti€p tuc tin tuéng
va hop tac véi VNETWORK
trong cac du an mai.

1,7 Tbps

La quy mé I6n nhat cia mot cudc tan cong
ma VNIS da xtr ly thanh cong, chirng minh
kha ndng chiu tai va phan (rng trong thoi

gian thuc cla hé théng.

360,000

Cudc tan cong DDoS
du moi quy mé da A
p dugc xtr ly triét dé, (
dam bao dich vu ' ’
4

ludn 6n dinh va

khoéng gian doan.
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Web/App/API

Giai phap Bao mat

VNIS

Vnetwork Internet Security

2

Bao mat va tang toc
cho Web/App/API

D Giup ngan chan cac tan cong DDoS
Layer 3/4/7, bao méat toan dién cho
Web, App va API

Chiu tai lon 1én dén 2,600 Tbps voi
hon 2,300 PoPs

[\ Phong chéng tan cdng mang vdi hon
2,400 quy tac bao mat tiéu chuan

OWASP Top 10

Hiéu qua bao vé

(D
Lo

Al Smart Load Balancing
Can bang tai ty déng, giam
tai cho may chui géc

Multi-CDN
Dé dang kich hoat cac
CDN qudc té uy tin
trén mot nén tang

e SRR

Cloud WAF
Chan tan cong cé chu dich
vGi 2,400+ Core Rule Set

SOC & Chuyén gia
Xt ly cac cudc tan céng
chi tir 5 phut

Giai phap bao mat dugc kién tao tir Al - noi Al khéng chi la cong cu ho trg, ma ddng vai tro trung tdm trong viéc
xay dung giai phap, du bao, nhan dién va phong chéng cac cudc tdn cdng mang ngay cang tinh vi.

¥ Chuasirdung h\ VNI

Vnetwork Internat ‘Socurty

Layer 3, 4 & 7 DDoS Attacks

L 4 Ve API Attacks

~ Account Takeover Attack

- 4

*
! = g’ * ™ * * Iy * * & * &
Attacker . ~ = g . ™ . * - & - *
— Malicious Bots LOWASP Top 10 Web
. & Crawlers Application Vulnerabilities

User

- * * * - Rate Limit
_—  y  — -

! . %+ 0w

Attacker Bot Management

Origin Server
IP Masking

P )

Threat Analytics

User
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natwork Intermat Secur

DDoS Protection

Firewall

' Web Application
API Security

Al Smart Load Balancing

e BENA

Origin web system

m

Luu lugng sach

Origin web system



Giai phap Bao mat » Email

E-Platform

Email Gateway Platform

Bao mat Email chuan quoc té

< ' Giai phap duy nhat dap irng 100% b tiéu chuan bao mat
y = Email hang dau thé gidi va dugc cac té chirc uy tin
' khuyén nghi str dung:

International
Telecommunication
Union (Lién minh
Vién thong Qudc té)

Gartner @
RAPIDD ¥

Bao mat Email toan dién

CInam Guaro @:eiveﬁunnn endGuarn

SpamGUARD ReceiveGUARD SendGUARD
(loc Email spam) (loc Email chiéu nhan) (loc Email chiéu gtri)

Dam bao Email dén ngudi dung cudi la nhirng Email an toan.

Hiéu qua bao vé
Gidi phap bao mat Email irng dung Al va Machine Learning dé bao vé hé théng Email chiéu nhan va gtri, chdng lai
cac cudc tan céng co6 chu dich, Phishing va Ransomware.

¥ chuasirdung EsPlatform

Email Gateway Platform

* -3
. x"‘ fMalware spoofing ’V& Ransomware * A 4
v ® *f, * * 30 " . ~{. * * Yege;
D > & > "
* - » * . * * C * - = * * *
User01 User02 Users
L Deepfake L

Data Leakage Phishing

 bpasiraung E3Platform

Email Gateway Platform

* v
- v
B G > o
Email an toan
— Qamﬁunnn — ( c' elve(ilulnll — . —> @ndﬁunnn—» 383
User01 User02 Users
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‘I I. Giai phap Truyén tai » CDN, Transcode, Cloud Storage

(@ VNCDN

on your demand

Security CDN
hang dau Chau A
[/ Ha tang véi hon 2,300 PoPs tai hon

146 quéc gia va vung ldnh thé. Bang
thong quoc té vugt trén 200 Thps

[/ Béng thong CDN trong nuéc dat hon
15 Tbps, dap irng hon 10 triéu CCU
va hon 20 ty requests moi ngay

Hé sinh thai tang toc truyén tai toan dién tir VNCDN

CDN \ \ Live Transcodin
, = (> | d
Phan phai ndi dung / /' Chuyén ma

tir may chd gan livestream/video truc tiép
ngudi ding nhat theo thai gian thuc

Multi-CDN VOD Transcoding

K&t hgp nhiéu CDN Chuyén ma video theo yéu cau
dé t6i uu téc do va \ cho moi thiét bi

dd 6n dinh

Cloud Storage

Luu trir dir liéu truc tuyén,
linh hoat va mé rong

Hiéu qua giai phap
Tang hiéu suat truy cap, tiét kiém bang thdng qua nén anh WebP, déng thoi tich hop
chéng DDoS layer 3, 4 hiéu qua.

¥ chuasirdung [ o) VNCDN

Origin server Nguoi dung

N ° = 13
== > ©
@ May chu géc bi qua tai

phai dap (rng moi request

« Dasirdung [ ¢ VNCDN PN
Ngudi dung

Origin server

& o

& o

Traffic dugc diéu phéi vé cac
node CDN gan nhat véi user
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[/ Bdo mat, chéng DDoS layer 3, 4 véi cac tinh nang
Rate Limit, Token Access, Access Control Policy,
Cache Control

Hon 700 servers phu
khap Viét Nam

3

Nén tang Multi-CDN
duy nhat tai Viét Nam

@

Tich hop bao mat
manh mé

To6i wu chi phi
& Giam tai may chti géc



- Giai phap Ha tang ) Cloud, Bare Metal Server, Data Center
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L plic Cloud & ate
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Hiéu suat uptime M6 rong khdéng
on your demand Ién dén 99,997% gidi han

 T6c d6 doc & ghi manh mé Ién dén
800,000+ IOPS

/' Dé dang kich hoat, linh hoat mé réng
quy mé Cloud Server

4
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’ \
v Bang thong uplink 100+ Gbps, bang thong May do theo nhu cau Chuyén gia ho trg 24/7,
quoc té 10+ Gbps ctia doanh nghiép phan hai tire thi

/' Tich hop san n8n tool, trién khai duéi 1 phut

| sare Metal s
padtdinil!
W Trién khai linh hoat trén moi

nha mang (ISP), khéng gidi han
khu vuc

 Bang thong tuy chinh theo nhu
cau thuc té€, dam bao hiéu qua
van hanh va tai wu chi phi

+/ San sang trién khai trong vong
24 gio, giup doanh nghiép rut
ngan thai gian go-live

/' Cau hinh server manh mé, st
dung CPU AMD/Intel hién dai,
két hop 6 cirng SSD/NVMe toc
do cao

v/ VIP Data Center dat chuan
Tier lll quéc t€, dam bao do tin
cy va tinh san sang cao

/' Khong gian linh hoat, dé dang
mé& rong hodc nang cap theo
nhu cau ma khong gian doan
hé théng

/' Hé théng an ninh da I6p: quan
ly may chu véi camera giam
sat, bao mat van tay, ho tro
giam sat tir xa qua IP Camera
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CONG TY CO PHAN VNETWORK

Van phong Viét Nam Van phong Singapore
Tang 23, UOA Tower, 06 Tan Trao, 111 North Bridge Road
Tan Phu, Quén 7, H6 Chi Minh #17-06 Peninsula Plaza

contact@vnetwork.vn | +84 (28) 7306 8789 contact@vnetwork.vn | +65 6226 1138




