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. Vnetwork Internet Security

Bao mat va tang toc cho Web/App/API

Giai phap VNIS WAAP bao mat dugc kién tao tlr Al - noi Al khdng chi la cong cu ho trg, ma déng vai tro trung tdm
trong viéc xay dung giai phap, du bao, nhan dién va phong chéng cac cudc tan cong mang ngay cang tinh vi.

V(l)’l V N | S Bao vé Web/App/API khdi cac tan cong theo thoi

gian thuc: DDoS layer 3/4/7, bot attack, khai thac 10

D OAN H N G H I E P hong bao mat, zero-day, crawlers/malware...
[
y 4 2
C O T H E ? Phat hién va ngan chan méi de doa ngay tur giai doan

dau ma khéng lam anh hudng dén trai nghiém ngudgi
dung va hiéu suat hé thong.

Duy tri hiéu suat vuot troi, ké ca trong nhirng tinh
hudng tai luu lugng truy cép tang cao hoac tan cong
cé chu dich.

Mo hinh hoat ddng

VNIS §& gilra ngudi dung cudi va origin systems véi 2 layer chinh la CDN va Cloud WAAP
h‘ v N I s Origin systems

& & ¥ =
—— o\ O Cloud-hosted

Endpoints Internet CDN Services Cloud WAAP
(User) Built-in acceleration Al-driven, behavioural-based,
rule-based protection

Hosted
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Tong quan tinh nang va cong nghé
Al dugc tich hgp trong cac tinh nang cét 16i mang lai hiéu suat vugt tréi cho hé thong

Bao vé chii dong

I:: AI-WAF: Chéan cac cudc tan cong tinh vi theo thoi gian thuc,
dam bao website luén hoat déng én dinh.

D API protection: Ngan chan truy cap trai phép va ro ri di liéu.

Al-Driven Awareness

D Bot management: Ngan hanh vi scraping, fraud attempt va
tan cong chiém doat tai khoan.

Phat hién moi de doa bang
cach phan tich ngir canh
va hanh vi tan cong

U’ng dung Threat Intelligence

Ij Business threat awareness: Phan tich hanh vi dé phat hién
gid mao va hinh thirc tan c6ng méi.

D Programmable mitigation: Ty dong trién khai bién phap

phong vé trudc khi maoi de doa lan rong.

Rule-Based
Ap dung co ché kiém soat
signature-based va policy-based
e QA g dé ngan chan cac mai de doa

Tol uu hieu suat d3 biét va méi nGi
[\ DDos mitigation: Dam bao hoat déng 6n dinh ngay ca khi bi

tan cong.

[\ Content acceleration: Tang toc tai trang, dam bao hiéu suat
ngay ca khi luu lwgng truy cap tang cao.

Ung phé khan cap

Behaviour-Based
Phan tich hanh vi ngudi dung

M Emergency mitigation: Kich hoat ché dé phong vé khan cap dé phét hién tan cong ty dong

va read-only dé ngan chin mai de doa ngay lap tuc.

@ CSRF @ Phishing @ QL Injection [ Others
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Overview
™

20230509 | 2023-06-12 | 2023-06-15 | 2023-06-18 | 2023-06-21 = 2023-05-24 | 2023-06-27 | 2023-06-30  2023-

Top Countries Top Threats Source IPs Top Threats

Total DNS queries  Total CDN traffic  Total CDN requests
Threats From Threats Source IP Threats. F——

Thailand 98 110.164.14.175 98 D Path Travd Total DNS queries
e i TS & . Range 12/16/2024 - 01/14/2025(Compares With 117162024 - 1211642024

United States 10 87.121.22137 8 66.6 M....

China 4 183.136.225.46
Japan 1 205.185.124.254 2

Billing

o
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» g & P g & g S Global DNS query

*Report chi tiét hiéu sudt/log va phan tich chuyén sédu
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Chi tiét tinh nang cot 16i

Next-gen WAF véi da dang tinh ndng phong chéng toan dién cho Web/App/API

Tinh nang cot 16i Cach hoat dong

Tac dong

Bao vé khai tan cong

Ngan chdn cac méi de doa web
tinh vi theo thai gian thuc va canh
bao lién tuc

Al-WAF

API Protection Phan tich hoat déng API dé ngan
chan lam dung, truy cap trai phép

varo ri dir liéu

Bot Management  Chan cao dir liéu, tan cong tu

dodng va chiém doat tai khoan

Phat hién cac maoi de doa mai nai
nhu gia mao va gian Ian qua phan
tich hanh vi

Business Threat
Awareness

Programmable Ty dong hda phong thi dua trén

Mitigation hanh vi traffic va logic nghiép vu

DDoS Mitigation Duy tri t&c d6 va tinh lién tuc
ngay ca trong cac cudc tan cong

Content Nang cao hiéu suat Web/App

toan cau, ngay ca khi luu lugng
tadng dot bién

Acceleration

Kich hoat phan (rng tirc thai
trong cac cuéc tan céng nghiém
trong hoac su kién truc ti€p

Emergency
Mitigation

M6 hinh bao vé truéc tan cong

Phat hién tdn cong bang Al,
phén tich nglr canh, quy tac
dong (rule engine), chdng cac
thay dai trai phép

Xac thuc luge do API, trién khai
DLP, giam sat trinh tu giao ti€p

Nhén dién dau van tay
(fingerprinting), rdi ro tiém &n,
CAPTCHA, xac thuec trinh duyét

Danh gia va canh bao mai de
doa, theo ddi hanh vi, phat hién
ma&u gian lan

Quy tac tuy chinh, progressive
overload, kiém soat luong

Gidi han toc do, bo loc dua trén
hanh vi, chdng dét bién Iuu lugng
déc hai

Luu trir bién, can bang tai CDN,
ty déng hoa chirng chi SSL/TLS,
hé trg HTTP/2 & HTTP/3

Phong vé khan cap - ngat két
ndi, chan theo khu vuc, static
mode, read-only controls

Ung dung Al xay dung tudng thanh bao mat chii ddng va théng minh

)

Abuse

Z _

Fraudulence A\

Web App

I @’_ Hacking
' 3} . D
0-Day exploits v
‘ [ Mobile App

Impersonation
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APl attacks

Jeopardising
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Data loss
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API defects
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Mini Program
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Unknowns...

Programmable Mitigation

Situational Awareness

Emergency Mitigation

T&n cong Injection, Brute Force,
Defacement, OWASP Top 10

Lam dung API, that thoat dit liéu
nhay cam, khai thac 16i logic
nghiép vu

Nhoi nhét thong tin dang nhap,
cao dir liéu, dang ky gia, tan
cong ty déng hoa

Gia mao danh tinh, chién dich Ilra
dao, xu hudng de doa mdi

Lam dung thanh toan, khai thac
logic, can thiép giao dich

Tan céng DDoS layer 3/4/7,
lang phi tai nguyén va bung
phat luu luong

Toc dd trang cham, dd tré ndi
dung cao

Sy kién bat ngo, tang dét bién
luu lugng

\wotection
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Cac goi dich vu
Gai dich vu linh hoat, toi uu chi phi va dam bao tinh an toan bao mat

THONG TIN GOIITHANG BASIC ADVANCE ENTERPRISE
Gia Chi tir 5,200,000d Chi tir 19,500,000d
FQDN* bao vé 2 2
Fully Qualified Domain Name
Traffic 1TB 2TB Tuy chinh
Peak RPS (hodc Tong request) 100 RPS (5Triéu) 200 RPS (10 triéu)
WAAP
AI-WAF

DDoS Mitigation

Bot Management

API Protection

Emergency Mitigation
Programmable Mitigation
Business Threat Awareness

Behavioral Analytics

CDN
Content Acceleration
Content Caching
Global Load Balance
Certificate Management
Multi-CDN

DEM (Digital Experience Management)

Administration & API
Multi-user Administrative Access
Role-based Access Control
Single Sign-On (SSO) Support
Open API

Consultancy
Solution integration and onboarding

Portal administration and Web
Security Fundamentals training

Web application scanning report
(if allowed)

DNS (Domain Name System)

SOC

Quét m3a QR dé tim hiéu thém
Théng tin lién hé: Pt A v céc gidi phdp an ninh mang
s clia chung t6i hoac truy cap

R, +84 (028) 7306 8789 & contact@vnetwork.vn i www.vnetwork.vn



