h‘ V N I s ‘ Mang dén trai nghiém Website siéu tdc va an toan
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be secured with human thinking
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WE ARE A PROFESSIONAL IT COMPANY
“Chung t6i mang dén cac an toan va tiét kiém”
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Hiéu suat va tinh bao mat cia moét website phai lubn dwoc
dam bao an toan tuyét doi.
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Vietnam Internet Security

Khi nguwoi dung ghé tham website cta ban, quy trinh ctia ho sé nhu thé nay:

1 @ E

Nguoi dung Cac nha mang ISP Web Hosting

74% d6 tré (97% d6i véi thiét bi di dong) 26% d6 tré
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U4

Lam thé nao dé cai tién quy trinh nay?

- Thucté -
Tdc do tai trang chdm sé 1am gidam dang ké doanh s6 ban hang trén cac san thwong mai dién tl

Pong thoi né cling vo tinh Iam mat do wu tién hién thi trang trén Google Search
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Vay giai phdp dé cai tién quy trinh nay sé la:

X @ E

Nguoi dung Cac nha mang ISP Web Hosting

74% d0 tré (97% ddi vai thiét bi di dong) 26% do tré

& @
Xem vij tri ngwoi dung thyc

Phan Tich T&i wu két ndi gitra

nguwoi dung va cac POP




...
RYVNIS
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3 yéu t6 quan trong nhat can dwoc chi trong
P 3 @
Do tin cay Hiéu suat Tinh bao mét

T4t ca phai dam bao dugc tinh can bang dé ho trg |an nhau
va mang dén trai nghiém tot nhat cho ngudi dung
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Vietnam Internet Security
on your demand

Vi vay, giai phap cta ching toi la

X @ E

Nguoi dung Cac nha mang ISP Web Hosting

74% d0 tré (97% ddi vai thiét bi di dong) 26% do tré

Do tin ciy Hiéu suat Bdo mat

® L %

Multi CDN Can bang tai Al WAF
(RUM, GSLB - Global Server Load (WAF, DDoS protection)
Balancing)
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on your demand

VNIS chinh la mot giai phap bao mat dwoc tich ho'p toan bd cac tinh nang trén

Do tin cay Hiéu sujt Bao mat
Multi CDN Can bang tai Al WAF
(RUM, GSLB) (WAF, DDoS protection)

§YVNIS

Vietnam Internet Security
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‘/Multi CDN

‘/C“ bang tai Al
Tinh nang s

‘/Béo mat nang cao

‘/Power-Ups




Multi CDN RYVNIS

Vietnam Internet Security

e  Dangky, st dung va quan ly nhiéu CDN trén mot
nén tang

e  Tang dod tin ciy cha website 1én mirc cao nhat

e  Khéng can thuong luvgng hop déng

e  Tiétkiém chi phi

Encryption SSL Encryption Always use HTTPS

Site Quick Actions

Multi CDN Ignore Query String Compress Content WAF WebSacket

Multi CDN Management

(J VNCDN @ CDNetworks

CON Provide Enable Mode

- @ G ! '
IMPERVA amazon ’ :
INCAPSULA

CLOUDFLARE
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Kha nang cua VNCDN Server DELL R740XD

v Tai hon 3.000.000 CCU cung luc * Swift Delivery Appliance (DA)

v' Téng data truyén tai trong nwdc hon 180PB mbi thang * PowerEdge R740XD XL Chassis

v Bang théng trong nudc hon ++ 3Tbps * Dual Intel Xeon Silver 4214 2.2G

v" Hé théng dap ng hon 6 ty request cung mat ltc * 2x600GB SAS 2.5" Hot-plug Hard Drive
v" HO tro nhiéu dinh dang video & twong thich véi moi thiét bi * 24x1.8TBSSD 2.5" Hot-plug Hard Drive
v’ Theo ddi hiéu suat thong qua phéan tich di¥ liéu ndng cao * 16x16GB RAM- 1xIntel QP 1Gb

* Network Daughter Card
e 2xIntel Dual QP 10Gb Direct attach, SFP+-
¢ 4xIntel SR Transceiver

* CentOS
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g CLOUDFLARE | - cudtront € AibabaCioud @ CDNetworks ( 9% INCAPSULA S5 IR O)TercentCoud (Y Baidu Cloud Asassaicioun

on your demand

Managed / Managed / Managed / Managed / Managed / Owned Owned Managed / Managed / Managed / Managed
Owned Owned Owned Owned Owned Owned Owned Owned / Owned

CDN type
Best region Global NA, EU, SEA NA, EU Asia, CN Asia, CN NA, EU NA, EU CN, Asia CN CN CN

Global

China
access

China
access
w/o ICP

Websocket

Wildcard
domain

|I)

Tat ca cac CDN déu cé thiét ké khac nhau nén sé& khong cé tinh trang “one-size-fit-al
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Can bang tai Al

L RUM (Giam sat nguwoi dung thue)

Gidm sat truy cap ngudi dung thuc trén toan cau
Gidm sat truy cap ngudi dung dén trang web
(sau khi cai dat ma)

<script async data-id="realwave" data-
trackid="r68hg9sf"src="https://realwave.mlytics.com/realwave.j
s?trackid=r68hg9sf"> </script>

Vietnam Internet Security

www.vnis.vn v
/' Multi-CON UWAF Optimization Thn Hi, miytics CS
All Countries
— Last 24 hours
Global RUM performance statistics and events. Global RUMEvents

-
@ Latency @ Availability
> Availabity down 100.0 % ,from 100 % to 0 %
> Availabity down 100.0 % ,from 100 % to 0 %
> Availabity down 100.0 % ,from 100 % to 0 %
Availability down 100.0 % ,from 100 % to 0 %
Availability down 100.0 % ,from 100 % to 0 %

Latency Event Latency of Top Region Latency up from 106 ms to 2208 ms
@ Avallability Event

Availability down 75.0 % ,from 75 % t0 0 %

Availability down 100.0 % ,from 100 % to 0 %
Max Min. Max. Min, Max Min. Max.

3891 ms 1ms 3841 ms 1ms 5207 ms 1ms 4941 ms Availability down 100.0 % ,from 100 % to 0 %

72ms 53 ms Availability down 100.0 % ,from 100 % o 0 %



...
RYVNIS

Vietnam Internet Security

Can bang tai Al

L Can bang tai Server toan cau

e  Hé théng st dung dit liéu tir RUM

° Luu lugng truy cap trang web ty déng duoc
gén cho CDN hoat ddng t6t nhat, dua trén vi tri
dia ly va trang thai ciia CDN cuc bd

Al Load Balancing
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Global CloudFront Cloudflare
In-China B BaishanCloud @ Tencent Cloud

Near-China CDNetworks Near-China
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Do tin cay Hiéu suat

@ @ Hiéu suat cao nhat/co ché chuyén

ddi dy phong

Multi CDN Can bang tai Al
(RUM, GSLB)
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Can bing tai Al
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CDN C Hé thdng can béng tai

CDN Servers




N N
Bao mat nang cao h\ VNIS

Vietnam Internet Security

L Twong Ilra trng dung Web (WAF)

WWW.vnis.vn

2018-04-06 - 2018-04-13
Threat Statistics :

e  Bao vé website khoi top 10 16 héng bao mat cla
OWASP

Thiét |ap whitelist/blacklist va vi tri dia ly

Tuy chinh XSS, SQL va bd quy tac generic injection
Chi can cai dat 1 WAF bdo mét cho tat ca cdc CDN
Theo ddi, cdnh bao theo thoi gian thuc

313 072 0

Threats Log

Top Global Attacks




SECURITY MISCONFIGURATION

T 0 BROKEN AUTHENTICATION CROSS-SITE SCRIPTING (XSS)

1 O SENSITIVE DATA EXPOSURE INSECURE DESERIALIZATION

USING COMPONENTS WITH
KNOWN VULNERABILITIES

i} XML EXTERNAL ENTITIES (XXE)

APPLICATION
SECURITY RISKS

BROKEN ACCESS CONTROL INSUFFICIENT LOGGING
& MONITORING
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Vietnam Internet Security

L Chéng DDoS

e  Giai phdp bdo mat 1 cra chéng DDoS cho L3/L4 va L7

e  Hon 2.300+ PoPs Global va dung lwgng |én dén
2.600Tbps

e  Multi CDN giup nang cao hiéu sudt Website. Nhung
khi bi tan cdng DDoS, né dugc st dung dé phan tan
va chju tai cdc cudc tan cdng

e  Chéng do quét, thu thap thong tin, bot,....

Kiém tra tinh toan ven cla trinh duyét

e  Chdng lai moi cudc tan cdng DDoS I&n nhd

Network Layer

° ‘Your network and transport layer (L3/L4) is protected.

Application Layer

lock security/vulnerability scanner
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Power-Ups

e  Dangky cac CDN dat tiéu chuin cao nhat
e  Kich hoat tinh ndng chéng DDoS tdng cuong (gdi
doanh nghiép)

Power-Ups

oooooooooo

¥ INCAPSULA
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Tai sao chon t" VNIS

Vietnam Internet Security

Nhanh chéng, an toan, hiéu qua

C6 kha ndng mé rdong CDN toan cau

Luén 18y khach hang lam trung tdm

H6 trg nhanh chéng & dé dang thanh todn




Khach hang caa chang toéi t:l VNIS

Vietnam Internet Security
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VNETWORK JSC
A: Unit 23.06, UOA Tower, 06 Tan Trao, Phuong Tan Phu, Quan 7, TP. HCM
E: contact@vnetwork.vn | T: (028) 7306 8789 | W: VNIS.VN
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