safe and saved

GISI THIEU VE VNETWORK

~ 5%

N

VNETWORK

La ddn vi tién phong trong linh vuc bao mat an ninh mang tai
Viét Nam. Mang dén an toan va tiét kiém



VNETWORK GISI THIEU VE VNETWORK

safe and saved

VNETWORK la Cong ty CNTT chuyén cung cap cac giai "
phap vé ha tang, truyén tai va bao mat an ninh mang.

V38i dinh hudng phat trién ré rang, VNETWORK la ddn vi
tién phong trong viéc Ung dung va chuyén giao céong
nghé tién tién vai cac tiéu chuan dich vu quoc té tai Viét
NETagh




o) VNETWORK

safe and saved




) VNETWORK SAN PHAM & DICH VU

Giai Phap Luu Trit va Truyén Tai D{ Liéu

CDN/ Multi CDN Transcoder Cloud Storage
(Content Delivery (Ma hda va chuyén doi (Luu tr d liéu)
Network) tap tin media)



) VNETWORK SAN PHAM & DICH VU

Giai Phap Bao Mat

g .

"

o

Anti DDOS WAF
SECUMAIL/

Receive Guard
(Email Security)



o) VNETWORK SAN PHAM & DICH VU

Dich Vu Tu Van & Cung Ung Ha Tang
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Q) VNETWORK SAN PHAM & DICH VU

Dich Vu Tu Van va Phat Trién Website, Ung Dung

A

o

ApPS Website

4




VNETWORK VNCDN - TONG QUAN

VNCDN clla VNETWORK |13 mét trong nhiing hé théng CDN I8n nhat Béng Nam A

v3i hon 200 PoPs trdi dai hon 22 qudc gia trén toan thé gidi

United Kingdom @

Europe @
US West @ ® US East Shanghai ® ® Seoul. pon
New Delhi @ E
Hong K ®
e ® Taipei
Bangkok @ i

(] . ® Philippines
i Kuala Lumpur @ ® '8 Vietnam
Nigeria @ Malaysia: @

Singapore ® hdonesia @

Australia @



VNETWORK VNCDN - TONG QUAN

“Khéng ngung ndng cdp hé théng

mang lai trai nghiém tét nhdat cho khach hang”
B  Chiu tai hon 1,500,000 CCU cung luc.
m Tong dd liéu truyén tai trong nudc Mmoi thang han 180PB.
m Bang thdng trong nudc hon 1,2Tb/giay.
m Héthong dap Ung hang ty request cung llc.
m Ho trg nhiéu dinh dang video, tuagng thich moi dinh dang, thiét bi.

m Theo doéi hiéu suat hoat déng thong qua hé théng phan tich.




VNETWORK VNCDN - CG SO HA TANG

Hé thong duoc chudn hod vdi cac server tién tién, théng sé cu thé:

> DELL R740XD

« Swift Delivery Appliance (DA)
* PowerkEdge R740XD XL Chassis IxIntel QP 10Gb Direct attach, SFP+-
« Dual Intel Xeon Silver 4214 2.2G ZxIntel SR Transceiver

« 2x600GB SAS 2.5" Hot-plug Hard Drive e CentOS

« 24x960GB SSD 2.5" Hot-plug Hard Drive

« 1ex16GB RAM- IxIntel QP 1Gb

Network Daughter Card




VNETWORK VNCDN - CO SO HA TANG

Pbudc dat tai cac trung tam di liéu:

> VNPT Ha No&i va H6 Chi Minh

> FPT Ha No6i va HO Chi Minh

> VIETTEL Ha No&i, H6 Chi Minh va Binh Ducng
> CMC Ha No6i, H6 Chi Minh

> Mobifone H6 Chi Minh




VNETWORK

safe and saved

VNCDN - HIEU SUAT

Hit Rate 4 Csv
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of) VNETWORK

[CDN] Cache [CDN] City [CDN] ISP

MISS (3.13%)
FPT Telecom Company (5.81%)

Other (25.39%)
Vietnam Posts And Telecommunications Group (8.64%)

Hanoli (38.32%)
Thai Nguyen (1.29%)
Da Nang (3.97%)
HIT (96.87%) Viettel Group (80.46%)
Ho Chi Minh City (29.57%)
@ HIT @ MISS
[CDN] Device [CDN] OS [CDN] Browser
iPad (2.01%) Other (5.74%) Other (10.69%)

Chrome Mobile (34.75%)

Generic Smartphone (29.46%) Other (37.39%) Windows (25.71%) Kndiold (39.57%) Coc Coc (14.5%)
Mobile Safari (19.04%)
iPhone (29.99%) i0S (27.94%) Chrome (21.03%)
[CDN] Client IP [CDN] DA IP [CDN] Country [CDN] Domain
Client IP Count DA IP Count Count percentages Country Count Count percentages Domain Count

50,966 8,835,764 57.8% Vietnam 16,415,364 98.5% 11,023,436
17,705 4,474,981 29.3% United States 114,065 0.7% 1,284,363
17,021 422,984 2.8% NETED] 15,282 0.1% 697,836
9,727 387,135 2.5% Taiwan 10,421 0.1% 684,237
6,686 214,441 1.4% Singapore 9,732 0.1% 529,238
4,054 212,728 1.4% Australia 9,494 0.1% 502,939
3,869 209,585 1.4% Germany 8,733 0.1% 453,235

3792 180 5685 12% South Karea 8501 01% — 396197



[CDN] Client IP

Client IP Count
50,966
17,705
17,021
9,727
6,686
4,054
3,869
3,792
3,250
3114

Export:

[CDN] Referrer

Referrer

Export: & t

VNETWORK

safe and saved

[CDN] DA IP

DA P Count
8,835,764
4,474,981
422,984
KLVAKEY
214,441
212,728
209,585
180,565
176,502
172,242

Export:

Count percentages
57.8%
29.3%
2.8%
2.5%
1.4%
1.4%
1.4%
1.2%
1.2%
11%

-gian-bo-ve-som-cai-ket-bat-ngo-ong-trum-juventus-ra-tay-c48a1099409.htmi

ero-noi-tieng-sau-1-dem-gio-ra-sao-c731a1099404.html|

10anh-khac-do-mat-vi-mac-do-qua-goi-cam-cua-cac-sao-nu-han-quoc-c762a1099260.html

[CDN] Country

Country
Vietnam
United States
Japan
Taiwan
Singapore
Australia
Germany
South Korea
Canada

Other

Export:

oon

Count
2,413,992
2183118
259,834
221,781
206,686
164,961
152,356
149,808
148,470
135,413

Count
16,415,364
114,065
15,282
10,421
9,732
9,494
8,733
8,501
8,059
59,725

[CDN] Request url

Request url

Export:

VNCDN - PHAN TICH NANG CAO

[CDN] Domain
Count percentages Domain Count
98.5% ] 11,023,436
0.7% 1,284,363
0.1% 697,836
0.1% 684,237
0.1% 529,238
0.1% 502,939
0.1% 453,235
0.1% 396,197
0% 305,954
0.4% 303,003
Export: ) 2

y.min.js?v=201911123

)js-ie8.min.js?v=201911123

e/notify.svg
1/containers/file2/cms_thumbnails/xm_nhongnhong-77f6a0d878ad-1557910385606-0l5XwDEF.png?

1/containers/file2/cms_thumbnails/xm_Imtw-1c4ccdd83ebc-1557992931592-bLF4yBMB.png?v=0&maxW=1280
1/containers/file2/cms_thumbnails/xm_king-44af4df550fd-1557992931791-82gQgfLY.png?v=0&maxW=1280
1/containers/file2/cms_thumbnails/xm_bcdc-de8edea84ecd-1557910380657-GhDPuMLb.png?v=0&maxW=1280
sprites092018.png

licoDrop.png

2019/images/2019-11-12/large//sao-eval-1573575475-306-width640height480.jpg

Count
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61,953
60,234
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VNETWORK

safe and saved

VNCDN - GIAM SAT HE THONG

Max Bandwidth Volume Total Requests

A 9
800.34 Gbps 85.53 PB 0 69,754,425,998

Bandwidth Y CsV
—(~ Bandwidth

1000.00 Gbps -

800.00 Gbps
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G
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0.00 bpS T T T T T T T T T 1
2019-10-01 2019-10-04 2019-10-07 2019-10-10 2019-10-13 2019-10-16 2019-10-19 2019-10-22 2019-10-25 2019-10-28 2019-10-31

Max Bandwidth: 800.34 Gbps, Average Bandwidth: 263.98 Gbps
Max/Average Bandwidth Ratio



VNETWORK

safe and saved

Viewers Location Traffic

Volume
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50.00 PB -
40.00 PB -

30.00 PB

20.00 PB
10.00 PB
0.00B - T 15
@% 2
%

@ volume @8 Requests

1 1 1 1 1 1
. o~ Q < 24 Q
Z 9% %% %’0 (f% '%%'
.
® Q%-gd’\ ®
%

VNCDN - HE THONG GIAM SAT

B

Requests
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VNETWORK VNCDN - HE THONG GIAM SAT

safe and saved

Al I Al A~ \ A sy [N
(B0 RVE S ARSASVATE AR ARV AY. VPR SR R P

14:20 14:30 14:40

Theo doi do tre

Ddm bdo hiéu sudt cua hé théng CDN




Full screen Share Clone Edit

it Search

@ + Add filter
[CDN] Access map

"= e g O

Count

®1-4,462,205.25

® 4,462,205.25 - 8,924, 409.5
8,924,409.5 - 13,386,613.75

13,386,613.75 - 17,848,818

[CDN] Cache

® HIT ® MISS

VNETWORK

safe and saved

[CDN] City

Hé thong phan tich

OpenStreetMap contributors, OpenMapTiles, MapTiler, Elastic Maps Sérvice

h

Da Nang (3.98

[CDN] HTTP code

Count

KQL

Last 30 minutes

VNCDN - HE THONG GIAM SAT

404 206 @500 @403 @301 @302 @/

[CDN] ISP

U

@timestamp per 30 seconds

406

® 503

308 @ 401



VNETWORK TRANSCODING & DRM

HO trg hon 99% dinh dang dau vao va ma hoéa

XU ly tu déng theo yéu cau chuyén ma cua ngudi dung

M3 hod tap tin media sang nhiéu dinh dang va moi dd phan giai: 240p, 360p, 720p,
1080p

Gidi phdp danh cho cdc doanh nghiép media, OTT, tang trai nghiém cho ngudi dung

Output Codecs Output Protocols:
H.264, AAC RTMP, HTTP-FLV, HLS CO/)
__________________________________________ , D
End Users
Live to VOD
Input Codecs: Input Protocols: or HLS C‘O’:)
H.264, AAC RTMP, MPEG-TS IP [an]

1
|
|
|
|
|
|
|
|
|
|

DN Service )
High Definition —)
Transcoding (HD) @
Trans-size
Transrate

|

|

|

|

|
5te| (D0 Ee|
Definition (UHD)
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Standard |
Definition (SD) @ |
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VNETWORK CLOUD STORAGE

- Ma hoda va bdo mat cao.

- HO tro nhiéu giao thic RESTful API cho
phép ngudi dung chu déng sao luu dU
liéu chi can cd két noi Internet.

- Upload dU liéu thdng qua phucng thuc
S3, FTP, WebDAV, File Browser




) VNETWORK VNIS - HE THONG MULTI CDN




VNETWORK TONG QUAN VE VNIS

VNIS 3 hé théng bao méat nhiéu I6p
v3i Multi CDN, WAF, tich hgp nén tang
Al gilp tang hiéu suat website va giai
quyét cac van dé bao mat cua khach
hang.

VNIS gilp loai bd cac cong cu khong
can thiét va quan ly moi thd dé dang,
trén mot giao dién duy nhat v8i muc chi
phi hgp ly.




d] VNETWORK TONG QUAN VE VNIS

Multi
CDN

VNIS

WAF

Multi Anti
DDoS



VNETWORK VNIS - HE THONG MULTI CDN

Nang cap multi CDN véi CDN Power Ups

Multi CDN Céan bang tai Al Tang cudng bao
Str dung nhiéu hé théng CDN Ty dong t6i uu hoa téc do mét
cung lac, mang dén cho ban website Pam bao an ninh mang chi

nhirng lgi ich tuyét vai. v&i moét vai thao tac don gian




VNETWORK VNIS - HE THONG MULTI CDN

Mot s6 nha cung cap CDN

: amazon C_J é

VNCDN . cloudfront . CLOUDFLARE
on your demand ' C uatron Allbaba CIOUd
A\ .
QCDNetworKs (‘Akamai P INCAPSULA

« Hon 2300 PoP trén toan thé gidi
e Tong bang théng hon 2600 Tbps



VNETWORK VNIS - HE THONG MULTI CDN

Tat ca trong mot
Quan ly multi CDN trén moét bang diéu khién

"hreat Statistics

\

it BO76 || 2o s 346 || 2 497

TthOtS LOQ ON . Edit XSS Rules > Edit SOL Rules ) Fdit Generic Rules >

Ung dung Al dudc tich hap cing WAF, anti DDoS, dam bao website clia khdch hang luén an toan va hiéu qua



VNETWORK VNIS - HE THONG MULTI CDN

Multi CDN: t6t hdn hé thong CDN thong thudng
Multi CDN - Sy cai tién tir CDN truyén thong

Po lwrdng hiéu suat

Tim hiéu cach hoat déng cua méi CDN v&i cdng cu phan
tich 360 do, trong d6 bao gom trang thai bé nhé dém, xu
huwéng phan bé dja ly va con nhiéu hon thé nira.

Dec 25



VNETWORK VNIS - HE THONG MULTI CDN

Multi CDN: Su cai tién tu CDN truyén théng

Cd s38 ha tang viilng manh

Hé thong Multi CDN cua VNIS co
hdn 2,300 PoPs trén toan cau, Vvdi
tong bang thong l1én téi 2,600 Tbhps,
giUup cai thién doé tré va thgi gian

uptime clia website.




VNETWORK VNIS - HE THONG MULTI CDN

Multi CDN: Su cai tién tU CDN truyén thong

Multi-CDN Platforms

Platform Multi-CDN Default Mode
Con @) Managed CON =
Quan ly multi CDN trén mét bang diéu + oo @D R .
khién
i 1 oks  END r { CDN = Con
Thém, x6a, cdu hinh hodc bat/ tat CDN ma khéng can
thurc hién trén tirng trang web khac nhau, téat ca cac thao o coudiiore (@D \ { CON == Con

tac chi can thyrc hién trén cing mét giao dién.

ft



VNETWORK

safe and saved

VNIS - HE THONG MULTI CDN

M3y chul toan cau can bang tai dua trén nén tang Al

Tang hiéu suat website bang cach cho phép Al quan ly va chuyén déi gitta cac CDN nham dat hiéu

qua toi uu 3 moi khu vuc

Thay moi thir

Téng quan vé thdi gian thyc trén toan
cau theo trai nghiém clta ngudi dung
cudi vai cac chi tiét nhu: tinh kha dung,
thdi gian phan héi, va nhém khu vye
hang dau.

Machine learning
Bang thuat toan cua may hoc, Al sé tu
ddng xac dinh vij tri caa khach hang va
phan hoi théng tin tir CDN gan nhét.

Xac dinh muc tiéu theo vi
tri dia ly
Kiém soat hoan toan cau hinh cho

CDN, cho phép tdi wu hiéu suat website
& moi vi tri dia ly.




VNETWORK VNIS - HE THONG MULTI CDN

safe and saved

Bao vé website truéc moi hinh thuc tan co6ng mang
Gil cho website dudc bao vé moi ldc, moi nai. Chong lai 10 moéi de doa pho bién hang dau theo

OWASP cung cac cudc tan cong DDOS va con nhiéu hdn thé na.

Pam bao an ninh mang Chdng lai cac magi de doa Dé& dang quan ly
Bao vé website cua ban khoi cac cudc Nén tang duoc xay dung dya trén D& dang thiét 1ap va ap dung chinh
tdn c6ng mang, b4t ké yéu cau truy cap ModSecurity Core Rule Set dé giai quyét sach bao mat cho nhiéu hé théng CDN,
dén tir dau. 10 mdi de doa hang dau theo OWASP. giam thiéu sé lugng cong viéc trung lap

hodc phai c4u hinh tirng cai mot.




$ VNETWORK VNIS - HE THONG MULTI CDN

Puoc bao vé khoi 10 16 héng ha




VNETWORK VNIS - HE THONG MULTI CDN

Threat Statistics

497

fhreatstos Q@D civssries) @D > @D >

Top Global Attacks 5 . . \ A ,
Béang diéu khién va phan tich

Hé thdng di kém vé&i bang digu khién giam sat an ninh
o mang (SIEM) cé kha nang thu thap, phan tich va trinh bay
S sy kién trong tuong lra (WAF).
4, Finland -
5. China - 1148509

6. New Zealand -
7. USA -

8. Other -

9. Belgium -

10. France -



VNETWORK VNIS - HE THONG MULTI CDN

safe and saved

Truy cap vao Trung Qudc
Tang hiéu suat website tai Trung Quoc, truyén tai ndi dung website ngay ca khi khong cé giay

phép ICP.

Giam thoi gian tai trang Puoc chinh phu cap phép TGi uu hoa trai nghiém
N . AY ~ by V. d
Vé&i hon 2100 PoPs & khu vuc Trung Chung t6i c6 gidy phép ICP dugc cép boi nguai dung cap thanh phO
Qudc va lan céan, giap webstie clia ban chinh pha Trung Quéc, dam bao viéc X&c dinh vi tri ngudi dung & moi dia
nhanh hon, théi gian tai trang thap hon. truyén tai ndi dung khéng gap van dé hay phurong nhdm dam bao téc do két ndi

cdm doan. ludn t8i wu nhat.




VNETWORK

safe and saved

VNIS - HE THONG MULTI CDN

Giai phap chéng DDoS hiéu qua
Dam bdo website lubn dudc bdo vé trudc cac cudc tan cong DDoS quy mo I8n va thdi gian uptime

cho dich vu dat 100%.

Ludn ludn bat

Nén tang co tinh néang loc ndi tuyén dé
giam séat va xba cac yéu cau dang ngd
tai thoi diém d6 nham chéng lai cac
cudc tén céng DDoS.

Ty dong bao vé
Cong nghé Al dyra trén hé théng giam sat
ngudi dung thuec (RUM) sé ty dong thay
dé6i dia chi IP khi phat hién b4t ky hinh
thirc tdn c6ng nao.

Bao vé Layer
Nén tang sé tu ddng ngan chan tat ca
cac cudc tdn cong & Layer 3 va 4, cling
nhu cac cudc tan cong Layer 7.
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Receive
GUARD

Gidi phap bdo mat Mail Gateway thé hé mdi




o) VNETWORK ()erctumn

~ Théng ké thiét hai tu cac
Tam quan cudc tan cong
trQng cua Emall Receive GUARD

bao mat




1. Thong ké thiét hai tU cac cudéc tan cong d) VNETWORK (ﬂa:‘ceiueﬁlmnll

Su phat trién cua
tan cong Email Social Engineering

62%

Tan cong
thong min

Pusng dan Hack Thiét hai tu BEC Tan céng qua Email

Nguodn: Palo Alto Networks Nguodn: Trend micro paradigm Nguoén: Valimail
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1. Théng ké thiét hai tif cac cudc tan céng Q) VNETWORK (‘33 :‘33“'9““"““

Su phat trién cua
tan cong Email Social Engineering

8% 6,500

cla toan cau Tan cong

Ma déc Ransomware Tan cong mang

Ngudn: Trend Micro Ngudn: VNCERT
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2. Receive GUARD VNETWORK ({)civcGunno

(Gac‘eiveﬂllnnn Gidi phdp duy nhat cé thé chéng lai cac cudc tadn céng Social Engineering

thong qua viéc phan tich hanh vi

Cong nghé dudc chiing nhan bédi Gartner

Chuyén xac dinh BEC Chu doéng phan tich tén hai Loai bd tac nhan cé nguy cd gay hai

__________________________________________________________

Cyber Security - San pham duy nhat trén | Phan tich dua trén hanh vi phat hién cac Khi hanh vi bat thudng dudc phat hién |
thé gidi d6i pho dugc véi cac tan cong APT | | tha nang nguy hiém trong ndi dung, hinh trong email nhan, né dugc chuyén déi |

va BEC bang céng nghé tu phat trién, hé | ann URL an trong tép dinh kém. : thanh hinh anh dé loai bo rui ro.
théng loc dua trén hanh vi, cdng cu email | ¢y déng chin ransomware va cac phan Néu ngudi dung tra I8i email cé dia chi |
va bi quyét dich vu. mém dac hai gid mao nguy hiém, ngudi quan tri sé

! dudc canh bao
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2. Receive GUARD VNETWORK ({F)cvc6ummn

NTEGH

¥
i

The contract

has been countersigned by Stuart Brown, an authorised signatory of Girtner. Please keep this contrect as
Proof of the agreemen n 0ur two comparies,

L betumer

"
detais stated beiow.

i
#

Panh gia toan cau Certification

2017-03 2017-09

Asset Compliance Vulnerabilities by Severity Remediation Time by Vulnerability Severity
€ Hurmoes of Vil Time i hours 0.0000000

[ ) f . I
o 2 o o = .
Receive GUARD chuyén ngan chan cac “ ) .

cudc tan cong co chu dich

Gidi phap bao mat email thé hé mai dudc 364 bai kiém tra phan tich 10 hong clia chinh
phu Singapore, két qua san pham khoéng cé 10,
“diém yéu bang 0"

Ung dung tri tué nhan tao va may hoc




o) VNETWORK ()erctumn

Giéi thiéu Cac tinh nang

Tinh nang cot |6i

Giéi phép Bdo cdo thong ké




1. Cac tinh nang

———

VNETWORK

( e:‘ceiue GuARrD
safe and saved

Phan tich nguyén nhan cua Email déc hai va tuy chinh loc

Vung ao (VA)

Kiém tra theo thai gian thuc cac email dugc guii dén bang cach phan
b6 viing do (VA) can thiét cho mdi email.

Hon 1000 (VA) c6 san dé phan bé.

Pam bao téc dé nhan email va tinh chinh xac trong qua trinh kiém tra.

Phan tich URL va cac tap tin gia mao, kiém tra virus, malwares.

Chan ma déc Ransomeware

Lién tuc quét virus, kiém tra virus va malware trong cac tép dinh kém
email

Trong VA, hé thdng s& ma3 URL va tai vé tép dinh kém dé xac dinh rui ro.

Phat hién phan mém déc hai véi phan ma rong tép.

- 2 . 2 ~, 9,
Kiém tra dia chi ngudi gui
Kiém tra tinh hgp |é cla dia chi chuyén tiép email.
Mac du server hdp 1€, hé thédng sé van kiém tra dé xac minh dia chi
ngudi gdi va ngudi nhan nham phat hién cac hanh vi gia mao.

Ng&n chan cac cudc tan céng Email snoofing.

DO tin cdy clia chudng trinh

Tao diém tin cay dua trén két qua phan tich va hoc trong VA.

Xay dung muc dé tin cdy clia mi email dugdc gui dén.

Xac dinh viéc gdi email dén cho users dua trén muc do rui ro
dugc danh gia bdi muc do tin cay.

Phan tich real-time diém cudi cua URL

Kiém tra tat ca dia chi dudc lién két véi thu bang cdch md trudc trong VA dé
kiém tra cadc ma déc dugc an di.

Loai bd cdc mai nguy hai tiém an khac bang cach kiém tra tat cd cac URL cé
trong email, néu nhan thay cé mot lién két khac, hé théng sé tu dong md lién

két d6 dén khi dam bao khéng con URL nao sét lai.

Chuyén Email dang ngd thanh hinh anh

Cho phép mé hoa email doc hai sang hinh anh trudc khi guii dén cho ngugi dung

GUi ndi dung email cho ngudi duing sau khi ma hoa thanh hinh anh déi véi trusng

hop URL da dugc kiém tra trong email da khoa.

GUi ndi dung email sau khi xac nhan dia chi va mat khau qua tai khoan thuc dugc

xac nhan.

Hoc thong minh

Phan tich néi dung email trong trudng hdp ngudi dung mudn nhan
email bi khoa trudc dé

Tu déng tao cac mau phu hop vdéi cac trudng hop ngoai Ié khi phan tich
thu

Luu trl trong so d6 ma hoa dé ngan chan trudng hgp gia mao thu mau

Theo doi dia chi ngudi gui

Théng tin 16 trinh dau tién cla email (email routing) cho mai tai
khoan dugc luu tra.

Va so sanh vai 16 trinh mai khi nhan thu tU mét dia chi d& trao doi
trudc do

Cheén théng bdo canh cédo khi phat hién cé su thay doi

Kiém tra tén mién tucng tu

So sanh vai tén mién da luu trd trudc dé

NEéu nhan thay su khac biét, gui canh cdo cho ngugdi dung



—

1. Cac tinh nang VNETWORK @:eiueﬁlmnn

Phan tich nguyén nhan cua Email déc hai va tuy chinh loc

A > 5 .
Bdo cdo Quan ly kinh doanh/ Tin quang cao Can bang tai
* Quan trivién dudc phép thiét Iap bao cao (cho ai va cac ndi dung bao céo) - Quan ly email théng qua thiét 1ap cac mau tiéu dé hodc néi dung +  Tu kiém tra trang thai luu lugng truy cap, phan phéi va chuyén tiép s
+  Chan email sau khi kiém tra bao cdo va két ndi cac lién két riéng /Bat cho phép .« Quan Iy email d& dang thong qua céc s6 liéu théng ké riéng biét dung
«  GUui email bdo cdo cho ngusdi dung. Vi du: lich st chan cda ho. -« XU Iy Kip thdi khi nhan dudc email c6 dung ludng 16n
e Cactinh nang quan ly email nhu: lich si dén, chan thu, cho phép nhan email
Phan tich file gia mao « Phat hién rui ro trong file dinh kém Chén canh bjo vao tiéu dé
+ Cac ma ddc va virus dugc nguy trang thanh cac tép tai liéu dugi +  Khi chan email dudc cho phép, mdét canh bdo [BLOCK],
dinh dang: PDF, HWP, DOC va PPT. +  Phan tich ndi dung cua tai liéu dinh kém trong email dé phat hién cac lién két [WARNING] dugc chén va gui dén ngugi dung
+  Kiém tra trong vung 3o va ngan chan cac rui ro déc hai. +  Kiém tra tinh bdo mat clda thu bang cach kiém tra néi dung canh
*  Phan tich rui ro cla céac lién két dua trén dU liéu da luu tri bao
+ 56 lugng dif liéu cang nhiéu cang cé nhiéu cd sd dé phan tich + No&i dung canh bdo cé thé dudc thay déi bdi quan tri vién

Luu trQ Xay dung dU liéu ca nhan Ho6 trg da dang

*  Cho phép sao luu riéng tu thudng xuyén theo cai dat clia quan trj vién * GUi bdo cdo dinh ky cho ngudi dung ca nhan khi chan Email + Cung cép chic ndng quan tri vién Website dé cho phép kiém tra vsi

¢ Khéi phuc cac email da bj vo tinh xoa di e Quan ly di liéu cla ngudi dung théng qua mot trang web ca nhan Email Server dugc két noi.

+  Apdung luu trit giéng nhu hé théng webmail clia ngusi dung chuyén dung. + Coyéu cau RCPTva lich s clia két qua chuyén ti€p Email.

« Gilt nguyén van ban géc nhu hé théng Email thuc té bang cach tach «  Pudc ap dung cho cac hé théng ma khéng cé quan tri vién trung tam « Cung cap théng tin thai gian thuc vé toan bd hoat déng cua hé théng
théng tin va File riéng biét. « Cung cap cai dat cho mang riéng ndi bd

« Viéc xac minh cla nhiéu ngusi dung dam bao loc rdé rang hon.



Email)

VNETWORK Q) evcGunmn

Hoc, phan tich moi

hNS

Xay dung dii liéu cho moi Mail dau va

~
Xe

tai khoan Email gui dén

Dua trén viéc hoc, tao su tin cdy cho moi Email

Dia chi ngugi
gUi(SPF, IP,.)

(Pattern, Code,
File,.)

Mail body text @

Email(Tén,
Gia tri,..)

4

SU dung cdng nghé “May hoc” dé hoc tat cd Email dau vao.

Mat khodng 2~4 tuan dé hiéu ré hanh vi

cla ngudi dung Email.

o - D om - &

Chuyén Email di
1 0 *
Tai khoan tudng tu gﬁ It hon 80% %&5‘

1@vnetwork.vn Chan EMail

Thoéng qua két qua hoc, so sdnh va phan tich thu dudc gui tu
cung mot tai khoan dé xac dinh xem Email dé cé binh thudng

khéng.




2. Chuc nang cét 16i (Hoc ndi dung Email)

P

VNETWORK

safe and saved

ﬂaceiueﬁmn

] Normally detect this area Hidden danger area

From malicious
3rd URL 4th URL 5th URL COdE
hello,
| received your mail.
thank you,
Detect malicious
KIp://anvewr."*.com code of URL

From

Track to End-points

24 URL '#E ojojx] &4

e

hello,
| received your mail, @ [ora] URL 8t ool
thank you.
N*VER Detect TR JPEG 1K jog)
Phishing Site LR ofol
Detect 37: 2K (2,048 B E)
* etec
u Phishing Site BHE R 20189 D 00 24, 142 H
* +etgnt: 2018 08 00Y 2, 142 H
G g I e L ER- I 5 20184 Ol 00 25, 1AL H

Detect

:
G*ogle  pishing site

2ol 34




2. Chuc nang cot 16i
(Theo do6i dia chi ngugi gui) VNETWORK @;e‘ceiueﬂlmnn

safe and saved

Chan cac 16 trinh thay doi so véi thong thudng

Luu 16 trinh
@ Stopover (1) Mail 1an dau '

Email binh thudng

Tai khodn da bi hack

Tai khodn gid mao

Chan/ canh bao
“ Nguoi ding

Receive GUARD |uu dia chi ngudi gui Mail trudc do; néu né thay déi dét ngot, Receive GUARD sé chan va canh bdo ngudi nhan dé kiém tra thém khi can.

So sanh
va3i cac
|6 trinh cU

Ngudi nhan cé thé kiém tra ngugi gui cé thuc su thay doéi dia chi hay khéng




2. Chuc nang cot loi .
(Phat hién tén mién tudng tu o) VNETWORK  ({}eivcGunno

“Phdt hién tén mién twong tw ma mat thuwdong

T@VNETWORK.VN T@VNETWORK.VN khéng phdn biét dwoc”
t t
Capital letter- O The number - O

« Xay dung du lieu cho tung doanh nghiép va
Nngudi dung cd nhan cho cac dia chi Email va

] tén mién (tai khoan) dén.

Loc cac diém tuang tu (Canh bao, Than

trong, Can xem) thong bao canh bao ngudi « N&u céac dia chi tudsng tu dudc tim thay, ngusi

dung) dung sé& dudc canh bdo bang cach tién hanh

kiéem tra tuong tu trén tai khodan nhan dugc

trong tuong lai.




. Chuc nang cot 1oi
(Phat hién Virus madi) VNETWORK

safe and saved

ﬂaceiueﬁmn

Multiple different inspection ways for analyzing all of behavior case

Detecting Window Environment System changed

Scan for Pattern Viruses

= Additional inspection files that passed first step
Inspection virus patterns

= Activate not updated files in a separate secure space
In case of detecting Windows system changed , it is blocked

. = : 15t 2nd
New virus rrah B LR vaccine check Action Analysis

Perform an examination of files even though no abnormalities were 2. 2nd testis to filter attachments based on the purpose of action regardless
detected in the 1st vaccine test.

Detect normal malicious code

New malicious code
detected and blocked

of MS or vaccine.
- Files attempting to change parameters of Windows system
- Files trying to act beyond the limits as a downloaded file

- Programs attempting to install unknown software in the system
during compression or decompression




3. Bao cao thong ké VNETWORK

safe and saved

cceiveGUARD

* Status of attachment file inspection * Status of URL inspection

Danger Action N ormal I Detection URL

All
1.096
Danger Link
All Normal Virus Ransomware 7 All Normal Detection URL
Action Document
1.096 1.076 8 0 12 0 2650 2643 1

* Status of falsified header inspection




3. Bao cao théng ké - Loc VNETWORK ({F)cvc6ummn

safe and saved

* Status of GUARD per Country

- Map Chart of GUARD per Country

L]

+




3. Bao cdo thong ké - Loc

VNETWORK

cceiveGUARD

Status/ Report - ReceiveGUARD

Group ¥ | Domain

* Status of operation

Norma

Date All

2019-3-7 2613 1.071

* Status of delivery

iver automatically

Not delivered

1 Mail

Reliability
~  AD (Business) AD (Normal)
(Normal)

91 21 141

wn

w




4. Tinh nang vudt troi ) VNETWORK

Tinh nang vuagt troi Tép dinh kém
cua SECUMAIL « Dung lugng |én dén 10GB

2 Y =
A ||l

« Cho phép gui bang Outlook
-
Chia sé email
« Chia sé email trong cung mot nhém email.
« Khi ngudi nhan phan hoi bat ki email nao trong nhdm thi tat ca
cac thanh vién déu nhan dudc.

e Thiét lap hen gid gudi mail.



4. Tinh n3ng vudt troi ) VNETWORK

A
Biét dugc sb lan u “

Pat mat khau cho

Ngudi Nhan M3 Email gui
email. b ‘ \ ~
. Ngudi nhan chi co
Gui <4 D . |
thé ma3 email sau

EMAIL Bao mat

|

Thu hoi email da
gqui

khi nhdap dung mat
khau




VNETWORK

aaaaaaaaaaaa

SECUMAIL - “Su lua chon tét nhdat cho gidi phap bao mat Email”

g/

" Germany U g
USA " Korea
g Japan

Néfg.:.e Viethnam "

(Oman) U Indonesia

Singapore




VNETWORK KHACH HANG TIEU BIEU

Cung cap giai phap ha tang may chu va CDN

Tap doan Yeahl la mang Iudi Online Video da nén
tang s6 1 Chau A trén Youtube & Facebook, dong thdi
thudc top 13 trén thé gidi vé Network Youtube, taora 5

© ty luct xem video moi thang tu 50 triéu ngudi theo
y ea doi trén thé gidi. bugc xem la hé théng Social s6 1 Viét
®

Nam.

Tu van cai dat ha tdng may chud va cung Ung giai
phap truyén tai ndi dung CDN Gidp doanh nghiép
tang hon 30% lucgng user s dung dong thai dap Ung
Nnhu cau truyén tai néi dung website video clip mugt
ma cho han 30 triéu |udt truy cap moi ngay vai lusng
truy cap real time hon 64,000 CCU.



VNETWORK KHACH HANG TIEU BIEU

Cung cap dich vu CDN

Bdo Lao dong la cd quan thong tin cla Tong Lién

doan Lao dong Viét Nam. La mot trong nhidng td
Lno B%NG bdo 1au dd&i nhat va cé anh hudng nhat trong hé
AR B @IV théng bao chi truyén théng cua Viét Nam hién tai.

Van dé overload hé thong cua bdo Lao Bong da

dudc xU ly ké tu khi s dung hé théng CDN. Diéu

nay cdng da giup ddn vi hang cao su tin nhiém tu

phia khach hang va doi tac.



VNETWORK KHACH HANG TIEU BIEU

Cung cap giai phap Iuu trif néi dung

Fado.vn la san thugng mai dién tU xuyén bién gidi
(Cross-Border E-Commerce) hang dau Viét Nam. La
cong ty tién phong trong viéc giup ngudi Viet Nam
giao thuang hang hda véi thé gidi dé dang va khéng

Q

Mua sdm xuyén bién g|0|

khoang cach, giup khach hang tiép can hon 3 ty san
pham chinh hang, tU khap nai trén thé gidi dac biét
la tuU Amazon MY, Puc, Nhat.

Dap Ung nhu cau luu trd véi khoi luong I18n dU liéu
phuc vu cho hang trieu ngudi mua tai Viét Nam.
Giadm chi phi dau tu cg sé ha tang véi dd on dinh va
bdao mat cao.



VNETWORK KHACH HANG TIEU BIEU

Cung cap giai phap tong thé: phat trién
Apps FUN BOX, tu van ha tang may chu
va hé thong truyén tai CDN

Dién Quan Media & Entertainment dugc danh gid la nha
san xuat va cung cap ndi dung truyén thong va giai tri
hang dau VIET NAM. Céc chudng trinh va ndi dung do
PIEN QUAN Media & Entertainment san xuat bao trum
trén moi Iinh vuc tU tin tdc, kinh té — xa hoi, céng nghé,

DIEN OUAN C , o e ea . - . .
media & entertainment van hoa, giai tri, tai liéu, ky su, am thuc cho dén phim

dién anh va phim truyén hinh véi néi dung phong phu va
da dang.

App Funbox dugc phat trién va di vao hoat dong tu cudi
2015 v3i thiét ké va tinh nang uu viét, dap Ung thi hiéu va
nhu cau st dung cla ngudi dung.



VNETWORK KHACH HANG TIEU BIEU

Giai phap truyén tai ndéi dung CDN

Nguyén Kim la thucng hiéu ban 1é hang dién may sé
Mot tai Viét Nam. Khéng chi khang dinh dudc vi tri dan
dau & trong nudc ma Nguyen Kim con vudn ra tam

M"!’E"Ki"f khu vuc khi duge xép hang vao Top 500 nha ban lé

hang dau Chau A Thai Binh Duong do Hiép hoi ban lé

Chau A Thai Binh Dudng xép hang va trao tang.

Dap Ung toéc do truyén tai website nhanh chong vai
khoi lugng I8n ngudi truy cap. Bam bdo website ludn

online 24/7 trong moi diéu kién dudng truyén mang.



VNETWORK KHACH HANG TIEU BIEU

Giai phap truyén tai néi dung CDN

Nnhaccuatui.com la Mot trong Nnhing website quy tu
cbng dong yéu am nhac I8n nhat Viét Nam. Moi
ngay, NhacCuaTui.com co trén 2 triéu lugt truy cap va
nam trong Top 5 website cé ludng truy cap cao nhat
Viét Nam.

Dap Ung téc do truyén tai véi s6 lugng I8n ngugdi truy
cap trong cung moét luc. Gop phan gidm thiéu chi phi
dau tu ha tdng va nguon nhan luc; tu do, téi uu dau
tu kinh doanh hiéu qua cho NCT.



VNETWORK KHACH HANG TIEU BIEU

Giai phap truyén tai néi dung CDN

Bao Quan dbi nhan dan truc thudc Tong cuc Chinh tri,
B6 Quoc phong la cd quan cua Dang uy Quan su

“IIfIII dﬂi lI|IfIII IIflII Trung udng va B6 Qudc phong Viét Nam, la tiéng noi

cUa luc lugng VU trang Nhan dan Viét Nam.

Pap Ung téc do truyén tai, ho tré chéng cac cudc tan
cong DDOS, bdao mat thong tin hé théng welbsite.
P3am bao website online 24/7.



VNETWORK KHACH HANG TIEU BIEU

Giai phap truyén tai néi dung CDN

Coc Coc da trd thanh mot trong nhing Cong Cu
Tim Kiém va Trinh Duyét Web I8n nhat Viét Nam,
v3i cdc mang guang cao online trong nudc, Coéc Coc

la nén tdng quang cdo I8n nhat v8i hon 22 triéu
Nngudi dung.

Dap Ung toc db truyén tai vaéi sé lugng I8n ngudi
truy cap trong cung moét dc trong nudc lan Quoc
T€. Gop phan gidm thiéu chi phi dau tu ha tang va
ngudn nhan luc; ndng cao hiéu qua dau tu kinh
doanh cho Céc Céc.



VNETWORK KHACH HANG TIEU BIEU

Giai phap truyén tai néi dung CDN

VTV Go la san pham do VTV Digital phat trién, Ung
dung xem truyén thinh truc tuyén nay nhan dugc rat

T nhiéu phan hoi tich cuc tU phia ngudi dung vi co rat
go nhiéu chidc ndng hiu ich dé& ngudi dung theo dbi

MOI NOI, MOI LUC, MOI TV truyén hinh ngay trén

smartphone.

Dap Ung toc do truyén tai VOD, Livestreaming mugt
ma dap Ung cho khoéi lugng I8n ngudi truy cap tai
cung Mot thai diém. Chong cac hanh vi download vi
pham ban quyén.



VNETWORK KHACH HANG TIEU BIEU

Cung cap Cloud Storage, CDN

Truc thudc cong ty Bat Viét, cong ty truyén théng I8n
nhat tai Viét Nam, DZONE Network la nén tang cung

cap ndi dung hap dan, dac sac, cé chon loc, mang tdi

cho ngudi dung nhing trai nghiém tuyét vai trén
Z DI IEE moi thiét bi: dién thoai, tablet, may tinh, tivi..Dzones
la Ung dung xem phim truyén hinh, tivi show pho

bién v3&i gidi tré Viét Nam.

Dap Ung nhu cau luu tr, truyén tai véi khoi lugng 18n
d liéu cho hang triéu ngudi dung Viét Nam. Giam
thiéu chi phi dau tu ban dau.



VNETWORK KHACH HANG TIEU BIEU

Cung cap giai phap tong thé: phat trién Apps
DISCOVEREE, tu van ha tang may chu va hé
thong truyén tai CDN

GoGame dugc dan dat bdi David Ng - cyu Gidm doéc diéu

hanh cua Gumi Asia, cong ty ddng sau hang loat tro chai di

dong noi tiéng nhu Brave Frontier, Chain Chronicles va Big

QOGa me Hero 6: Bot Fight. Cong ty dudc dau tu bdi Sega games cla

Nhat Ban va quy Incubate Fund.

Phat trién Ung dung véi nhing yéu cau chuan Qudc té su
dung tap trung tai thi trudng Chau A (Singapore, Nhat Ban
w). TU van cd sd ha tang may chu va gidi phap truyén tai

trong & ngoai nudc.



VNETWORK

safe and saved

X-04.59, 1au 4, Sunrise City North Tower,
27 Nguyén HUu Tho, P. Tan Hung, Q. 7, HCM, Viét
Nam

https://vnetwork.vn

contact@vnetwork.vn

(84-28) 73 068 789



http://vnetwork.vn/
mailto:contact@vnetwork.vn

THANK YOU



