safe and saved

GISI THIEU VE VNETWORK

~ 5%

N

VNETWORK

La ddn vi tién phong trong linh vuc bao mat an ninh mang tai
Viét Nam. Mang dén an toan va tiét kiém



VNETWORK GISI THIEU VE VNETWORK

safe and saved

VNETWORK la Cong ty CNTT chuyén cung cap cac giai "
phap vé ha tang, truyén tai va bao mat an ninh mang.

V38i dinh hudng phat trién ré rang, VNETWORK la ddn vi
tién phong trong viéc Ung dung va chuyén giao céong
nghé tién tién vai cac tiéu chuan dich vu quoc té tai Viét
NETagh
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Gidi phap bdo mat Mail Gateway thé hé mdi
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1. Thong ké thiét hai tU cac cudéc tan cong d) VNETWORK (ﬂa:‘ceiueﬁlmnll

Su phat trién cua
tan cong Email Social Engineering

62%

Tan cong
thong min

Pusng dan Hack Thiét hai tu BEC Tan cong qua Email

Nguodn: Palo Alto Networks Ngudn: Trend micro paradigm Nguoén: Valimail
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1. Théng ké thiét hai tif cac cudc tan céng Q) VNETWORK (‘33 :‘33“'9““"““

Su phat trién cua
tan cong Email Social Engineering

8% 6,500

cla toan cau Tan cong

Ma déc Ransomware Tan cong mang

Ngudn: Trend Micro Ngudén: VNCERT



I —

2. Receive GUARD VNETWORK ({)civcGunno

(Gac‘eiveﬂllnnn Gidi phdp duy nhat cé thé chéng lai cac cudc tadn céng Social Engineering

thong qua viéc phan tich hanh vi

Cong nghé dudc ching nhan bdi Gartner

Chuyén xac dinh BEC Chu doéng phan tich tén hai Loai bd tac nhan cé nguy cd gay hai

__________________________________________________________

Cyber Security - San pham duy nhat trén | Phan tich dua trén hanh vi phat hién cac Khi hanh vi bat thudng dudc phat hién |
thé gidi d6i pho dugc vai cac tan cong APT | | ha nang nguy hiém trong ndi dung, hinh trong email nhan, né dugc chuyén déi |

va BEC bang cong nghé tu phat trién, hé | anh URL &n trong tép dinh kem. i thanh hinh anh dé loai b rui ro.

théng loc dua trén hanh vi, céng cu email | ¢y déng chin ransomware va cac phan Néu ngudi dung tra I3i email c6 dia chi gia |

va bi quyét dich vu. mém doc hai mMao nguy hiém, ngudi quan tri sé dugc
I canh bao I
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NTEGH

¥
i

The contract

has been countersigned by Stuart Brown, an authorised signatory of Girtner. Please keep this contrect as
Proof of the agreemen n 0ur two comparies,

L betumer

"
detais stated beiow.

i
#

Panh gia toan cau Certification

2017-03 2017-09

Asset Compliance Vulnerabilities by Severity Remediation Time by Vulnerability Severity
€ Hurmoes of Vil Time i hours 0.0000000

[ ) f . I
o A o o = .
Receive GUARD chuyén ngan chan cac “ ) .

cudc tan cong co chu dich

Gidi phap bao mat email thé hé mai dugc 364 bai kiém tra phan tich |16 héng clda chinh
phu Singapore, két qua san pham khong cé 106i,
“diém yéu bang 0"

Ung dung tri tué nhan tao va may hoc
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Giéi thiéu Cac tinh nang

Tinh nang cot |6i

Giéi phép Bdo cdo thong ké
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safe and saved

Phan tich nguyén nhan cua Email déc hai va tuy chinh loc

Vung ao (VA)

Kiém tra theo thai gian thuc cac email dugc gui dén bang cach phan
b6 viing do (VA) can thiét cho méi email.

Hon 1000 (VA) c6 san dé phan bé.

Pam bao téc d6 nhan email va tinh chinh xac trong qua trinh kiém tra.

Phan tich URL va céac tap tin gia mao, kiém tra virus, malwares.

Chan ma déc Ransomeware

Lién tuc quét virus, kiém tra virus va malware trong cac tép dinh kém
email

Trong VA, hé thdng s& ma3 URL va tai vé tép dinh kém dé xac dinh rui ro.

Phat hién phan mém déc hai véi phan ma rong tép.

- 2 . 2 ~, 9,
Kiém tra dia chi ngudi gui
Kiém tra tinh hop 1é cla dia chi chuyén ti€p email.
Mac du server hop 1€, hé théng sé van kiém tra dé xac minh dia chi
ngudi gdi va ngudi nhan nham phat hién cac hanh vi gia mao.

Ng&n chan cac cudc tan cong Email snoofing.

DO tin cdy clia chudng trinh

Tao diém tin cay dua trén két qua phan tich va hoc trong VA.

Xay dung muc dé tin cdy clia mi email dugdc gui dén.

Xac dinh viéc gdi email dén cho users dua trén muc do rui ro
dugc danh gia bdi muc do tin cay.

Phan tich real-time diém cudi clia URL

Kiém tra tat ca dia chi dudc lién két véi thu bang cdch md trudc trong VA dé
kiém tra cadc ma déc dugc an di.

Loai bd cdc mai nguy hai tiém an khac bang cach kiém tra tat cd cac URL cé
trong email, néu nhan thay cé mot lién két khac, hé théng sé tu dong md lién

két d6 dén khi dam bao khéng con URL nao sét lai.

Chuyén Email dang ngd thanh hinh anh

Cho phép mé hoa email doc hai sang hinh anh trudc khi guii dén cho ngugi dung

GUi ndi dung email cho ngudi duing sau khi ma hoa thanh hinh anh déi véi trusng

hop URL da dugc kiém tra trong email da khoa.

GUi ndi dung email sau khi xac nhan dia chi va mat khau qua tai khoan thuc dugc

xac nhan.

Hoc thong minh

Phan tich néi dung email trong trudng hgp ngudi dung mudn nhan
email bi khoa trudc do

Tu déng tao cac mau phu hdp véi cac trudng hop ngoai I€ khi phan tich
thu

Luu trlf trong s d6 ma hoa dé ngan chan trudng hop gia mao thu mau

Theo doi dia chi ngudi gui

Théng tin 16 trinh dau tién cla email (email routing) cho mai tai
khoan dugc luu tra.

Va so sanh vai 16 trinh mai khi nhan thu tU mét dia chi d& trao doi
trudc do

Cheén théng bdo canh cédo khi phat hién cé su thay doi

Kiém tra tén mién tusng tu

So sanh vai tén mién da luu trd trudc dé

NEéu nhan thay su khac biét, gui canh cdo cho ngugdi dung



1. Cac tinh nang

I —
VNETWORK

( e:‘ceiueﬁllnllll

safe and saved

Phan tich nguyén nhan cua Email déc hai va tuy chinh loc

Bao cao

Quan tri vién dudc phép thiét Iap bao cao (cho ai va cac ndéi dung bao cdo)
Chan email sau khi kiém tra bao céo va két ndi cac lién két riéng /Bat cho phép
GUi email bdo cdo cho ngusdi dung. Vi du: lich st chan clia ho.

Cac tinh nang quan ly email nhu: lich st dén, chan thd, cho phép nhan email

~ 7 . Lel
Phan tich file gia mao
Cac ma doc va virus dugc nguy trang thanh cac tép tai liéu dudi
dinh dang: PDF, HWP, DOC va PPT.

Kiém tra trong ving do va ngan chan cac rui ro

Luu trd

Cho phép sao luu riéng tu thudng xuyén theo cai dat clia quan tri vién
Khoi phuc cac email da bi vo tinh xoa di

Ap dung luu trit gibng nhu hé théng webmail clia ngusdi dung

Gilt nguyén van ban géc nhu hé théng Email thuc té bang cach tach

théng tin va File

Quan ly kinh doanh/ Tin quang céo

Quan ly email théng qua thiét 1ap cac mau tiéu dé hoac ndi dung

Quan ly email dé dang théng qua céac s6 liéu théng ké riéng biét

« Phat hién rdi ro trong file dinh kem

Phan tich ndi dung cua tai liéu dinh kém trong email dé phat hién cac lién két
doc hai.
Phan tich rdi ro clia céac lién két dua trén dU liéu da luu tri

S6 lugng dif liéu cang nhiéu cang cé nhiéu cd sd dé phan tich

Xay dung dU liéu ca nhan

GUi bdo cédo dinh ky cho ngudi dung ca nhan khi chan Email

Quan ly d liéu cla ngudi dung théng qua mét trang web ca nhan
chuyén dung.

Pudc ap dung cho cac hé théng ma khéng cé quan tri vién trung tam
riéng biét.

Viéc xac minh clia nhiéu ngudi dung dam bao loc ré rang han.

Can bang tai

Tu kiém tra trang thai luu lugng truy cap, phan phdi va chuyén tiép su
dung
XU ly kip thai khi nhan dudc email cé dung lugng 16n

Cheén canh bdo vao tiéu dé

Khi chdan email dugc cho phép, mét canh bdo [BLOCK],
[WARNING] dugc chen va gui dén ngudi dung

Kiém tra tinh bdo mat cla thu bang cach kiém tra ndi dung canh
bao

N&i dung canh bao cé thé dudgc thay ddi bdi quan tri vién

Ho trg da dang

Cung cap chiic ndng quan tri vién Website dé cho phép kiém tra vsi Email
Server dugc két noi.

Co yéu cau RCPT va lich s clia két qua chuyén ti€ép Email.

Cung cap thong tin thai gian thuc vé toan bd hoat déng cua hé théng

Cung cap cai dat cho mang riéng noéi bo
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hNS

Xay dung dii liéu cho moi Mail dau va

~
Xe

Hoc, phan tich moi

Dua trén viéc hoc, tao su tin cdy cho moi Email

tai khoan Email gui dén

Dia chi ngugi
gUi(SPF, IP,.)

------ o - W -

Email(Tén Chuyén Email di

o Gia tri,.) -Y
Mail body text @ S\ @
Pattern, Code, i 0 —}
( File,..) y Tai khoan tusng ty g“ It Inein 07 3%5‘

Chan EMail

1@vnetwork.vn

St dung cong nghé “May hoc” dé hoc tat ca Email dau vao. Théng qua két qua hoc, so sanh va phan tich thu dugc gui tu

Mat khoang 2~4 tuan dé hiéu ré hanh vi cung mot tai khoan dé xac dinh xem Email dé cé binh thudng

cla ngugdi dung Email. khong.




2. Chuc nang cét 16i (Hoc ndi dung Email)
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] Normally detect this area Hidden danger area

From malicious
3rd URL 4th URL 5th URL COdE
hello,
| received your mail.
thank you,
Detect malicious
KIp://anvewr."*.com code of URL

From

Track to End-points

24 URL '#E ojojx] &4

e

hello,
| received your mail, @ [ora] URL 8t ool
thank you.
N*VER Detect TR JPEG 1K jog)
Phishing Site LR ofol
Detect 37: 2K (2,048 B E)
* etec
u Phishing Site BHE R 20189 D 00 24, 142 H
* +etgnt: 2018 08 00Y 2, 142 H
G g I e L ER- I 5 20184 Ol 00 25, 1AL H

Detect

:
G*ogle  pishing site

2ol 34




2. Chuc nang cot 16i
(Theo do6i dia chi ngugi gui) VNETWORK @;e‘ceiueﬂlmnn

safe and saved

Chan cac 16 trinh thay doi so véi thong thudng

Luu 16 trinh
@ Stopover (1) Mail 1an dau '

Email binh thudng

Tai khoan da bi hack

Tai khodn gid mao

Chan/ canh bao
m Nguoi dung

Receive GUARD |uu dia chi ngudi gui Mail trudc dé; néu né thay doi dot ngdt, Receive GUARD sé chan va canh bao ngudi nhan dé kiém tra thém khi can.

So sanh
Vv3i cac
|6 trinh cU

Ngudi nhan cd thé kiém tra ngudi gui co thuc su thay doéi dia chi hay khéng




2. Chuc nang cot loi .
(Phat hién tén mién tudng tu o) VNETWORK  ({}eivcGunno

“Phdt hién tén mién twong tw ma mat thuwong

T@VNETWORKVN T@VNETWORKVN khéng phdn biét dwoc”
t t
Capital letter- O The number - O

« Xay dung du lieu cho tung doanh nghiép va
Nngudi dung cd nhan cho cac dia chi Email va

’ ] tén mién (tai khoan) dén.
Loc cac diém tuong tu (Canh bao, Than

trong, Can xem) théng bdo canh bdo ngudi .

Néu cac dia chi tudgng tu dugc tim thay, ngudi
e[Vlgle)

dung sé dudc canh bdo bang cach tién hanh
kiéem tra tuong tu trén tai khodan nhan dugc
trong tuong lai.




. Chuc nang cot 1oi
(Phat hién Virus madi) VNETWORK

safe and saved
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Multiple different inspection ways for analyzing all of behavior case

Detecting Window Environment System changed

Scan for Pattern Viruses

= Additional inspection files that passed first step
Inspection virus patterns

= Activate not updated files in a separate secure space
In case of detecting Windows system changed , it is blocked

. = : 15t 2nd
New virus rrah B LR vaccine check Action Analysis

Perform an examination of files even though no abnormalities were 2. 2nd testis to filter attachments based on the purpose of action regardless
detected in the 1st vaccine test.

Detect normal malicious code

New malicious code
detected and blocked

of MS or vaccine.
- Files attempting to change parameters of Windows system
- Files trying to act beyond the limits as a downloaded file

- Programs attempting to install unknown software in the system
during compression or decompression




3. Bao cao thong ké VNETWORK
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cceiveGUARD

* Status of attachment file inspection * Status of URL inspection

Danger Action N ormal I Detection URL

All
1.096
Danger Link
All Normal Virus Ransomware 7 All Normal Detection URL
Action Document
1.096 1.076 8 0 12 0 2650 2643 1

* Status of falsified header inspection
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safe and saved

* Status of GUARD per Country

- Map Chart of GUARD per Country

L]

+




3. Bao cdo thong ké - Loc

VNETWORK

cceiveGUARD

Status/ Report - ReceiveGUARD

Group ¥ | Domain

* Status of operation

Norma

Date All

2019-3-7 2613 1.071

* Status of delivery

iver automatically

Not delivered

1 Mail

Reliability
~  AD (Business) AD (Normal)
(Normal)

91 21 141

wn

w




4. Tinh nang vuot troi ) VNETWORK

Tinh nang vuot troi Tép dinh kém
cua SECUMAIL « Dung lugng |én dén 10GB

2 Y =
A ||l

« Cho phép gui bang Outlook
-
Chia sé email
« Chia sé email trong cung mot nhém email.
« Khi ngudi nhan phan hoi bat ki email nao trong nhdm thi tat ca
cac thanh vién déu nhan dudc.

e Thiét lap hen gid gudi mail.
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A
Biét dugc sb lan u “

Pat mat khau cho

Ngudi Nhan M3 Email gui
email. b ‘ \ ~
.. Ngudi nhan chi co
GUi <4 D . |
thé ma3 email sau

EMAIL Bao mat

|

Thu hoi email da
gqui

khi nhdap dung mat
khau
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SECUMAIL - “Su lua chon tét nhdat cho gidi phap bao mat Email”

g/

" Germany U g
USA " Korea
g Japan

Néfg.:.e Viethnam "

(Oman) U Indonesia

Singapore
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X-04.59, 1au 4, Sunrise City North Tower,
27 Nguyen HUu Tho, P. Tan Hung, Q. 7, HCM, Viét
Nam

https://Vnetwork.vn

contact@vnetwork.vn

(84-28) 73 068 789



http://vnetwork.vn/
mailto:contact@vnetwork.vn

THANK YOU



