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WE ARE A PROFESSIONAL IT COMPANY
“We Bring Safe and Saved
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ABOUT VNETWORK

g )

VNETWORK is an IT €ompany: specialized In providing
solutions. of |IT infrastructure, content delivery network,
andhsecurity In Vietham.

safe and saved

With clear direction and development criteria,
VNETWORK is known as a dynamic young unit that has
always pioneered the application and transfer of
advanced technology with International service
standards in Vietnam.
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SECUMAIL

Security email service based on Artificial Intelligence (Al) technology platform




& VNETWORK The dangers to an email system

Nowday, Security Email is very important
In the business

Types of intelligent attacks are always preferred by hackers

And Email is one of the most common forms of attack
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The development of Email attacks via Social Engineering

87% $92 62%

intelligent

Email Billion attacks

Hack the paths BEC Attacked Email

Source : Palo Alto Networks Source : Trend micro paradigm Source : Valimail
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Unique method for Frauds Mail

Certifications

Integrated Al and Security Email

Block new Ransomware

The unique solution in the world to withstand
APT and BEC attacks by self-developing filtering
email system based-on-behavior technology,

detection and removal of potential threats.

g

Lead the Gartner 2017's IT trend with the
integration of Al and security features. From
storing old data to applying machine learning
analysis, Al can identify its own risk to warn and

prevent.

By behavior-based analysis, the system
has the ability to block threats from
attachments, new ransomware before

they harm users.

This is considered a solution to protect against hacker attacks through analyzing user behavior, and is also
the only security email solution recognized by Garnert about security capabilities.
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Security solutions meets global
evaluation criteria

2017-03

Gartner

Gartner

“This is a new generation of email security solution with

. the application of artificial intelligence and machine

et learning. This solution will overcome the weaknesses of

other secure email systems against malicious attacks

and new types of malicious attacks.”

Certifications

2017-09

Asset Compliance

Vulnerabilities by Severity Remediation Time by Vulnerability Severity
[FR—— foe Tone  hours 00200000

100%

A total of 364 tests analyzed the Singaporean government's procurement
registrations, the result of identifying 'product without error' with “zero
weakness”.



VNETWORK Introduction

SECUMAIL is an email system that has gained global certification with the application of
artificial intelligence and machine learning. In addition to the basic features that meet the
communication needs of users, the system also enhances security ability with other
outstanding features.

The basic features:

 Signature setting

« Automatic email reply

 Transfer emails from other systems

« Send email according to the prepared form

« Admin has full rights: manage users, group mail, restrict access IP, login statistics, backup

and restore.



VNETWORK The salient features

Security Capabilities

Check Email
in Virtual
Area

Detect fake

s characteristics
core elements
SECUMAIL

Account
analysis

Block new
ransomware
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Security Capabilities

Machine
learning « Domain name analysis

* Analyze the way to send email
* URL analysis
* Analyze attachment

* Encrypt dangerous emails into images
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Standard

Send
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abc@vietnam.com
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Dangerous

Analyze fake Domain name
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Store the orginal email

vu ) VNETWORK Lser
X
Previous sending address
Unchanged % l?‘a % ‘e
U.S.A U.S.A U.S.A KOREA
o~ ) .

i

() () ‘@) touser!
U.S.A Canada Canada  KOREA

+

Changed

Analyze the way to email
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4 )
gov@vietnar?.com gov@vietnartn.com
Character M Character RN
\ /

Check fake email



& VNETWQBKd The salient features
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Check URL
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Check the 1st time Check the 2 time

ecK virus eck the file for behavior
Check vi “# Check the file for behavi

Receive GUARD Detect and block

New malicious code =S !
malicious code, virus

Analyze attachment

Detect behavior:

Memory access

Change system
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Attachments e
or text Encrypted as

ASK A
" ini <3 i file
1/ containing  eee \j\ Image coe
> & malicious I
code
User
protected

Encrypt malicious content into images
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Send large attachments:

VNETWORK Mail MAIL E Danh ba m Cai dat Ln ding nhip cudi cing : 2019-03-26 16:09:29  Tien Nguyen (D
. .
+ Support sending with up to 1068 EEEEE =R
upport sending with up to e I
. h b | 999+ e 'S Ngudi gui [ Giri cho t6i € Tien Nguyen tien_nguyen@vnetwork.vn "9
capacity (chargeable Chuaa ) .
p y ( g ) Eesiuantonalbith kem Tai lén tap tin [3.84 MB/s || 1:00 ]
Danh ba
. . o en_windows_server_2016_x64_dvd_9718492.iso 232.84 MB / 5.48 GB
[ Tat cé thu
« All d Outlook
OW Sen I n USI n u OO . m a Thu s& dudc luu trong hép thu
i%y Hop thu dén - 999+
h&u]
# Thucanhan 1 of T UPLOADED - [ 1:00] 232.84 MB / 548
-_—
a Thu SECUMAIL & guri
Tam difng
© Thudsgli
B Hop thu (Cong vigd)
X Binh kém tap tin @ Tim ki€m Xoa
é Thu hen gi&
Toan bd 1 (5.5 GB) | Tap tin binh thudng 0 (0 bytes), dung lugng Ién 1 (5.5 GB / 28.0 GB ), Dung lugng luu
B Thu nhap tri¥ (340.5 MB / 60.0GB)
9 Spam B [ Tén tap tin Dung lugng File dinh  Thdi gian tai
Il

O 5.5 GB m Tue Apr 02

Thiina rac

L




VNETWORK

safe and saved

Statistics by user:

« Email storage used
* Number of emails sent and
received by day, week, month.

* Log of changing passwords.

VNETWORK C3i dt

£ Cai dat Email

- Tuy chon
- Quan ly hép thu
- Tu déng phan loai Email

- Thiét 1ap chia sé Email
@ Cai d3t md réng

- Thiét lap POP3

- L3y email bén ngoai

& Thiétlap ca nhan
» Théng tin c& nhan
- Nhat ky thay d6i mat khau
- Tu @éng tra 16
- Chit ky

- Email mau

Théng gian thuc

- User >

@, Hb trg

- Hoi dap 1:1

The other features

MAIL B} Danhba B3 caiast

Trang thai thdi gian Thuc (Ngudi dung) &,

> Dung lugng thu da str dung

I Dung lvong da sir dung

"

Dung lyong con lai

Dung lugng thu ca nhan 5120 MB
Dung lugng da st dung 4143 MB
Dung lugng con lai 4705,7 MB

*» S6 lugng email dinh kém dung lugng 16n

I Congty | | Ca nhan

Lan dang nhép cudi cing : 2019-03-29 08:38:53  Thu

» S6 lugng mail nhan

S6 lrang mail nhan

40
30
20 - =
10 ————
0

03.23 03.24 03.25 03.26 03.27 03.28 03.29

date
~— Nhan I3n ddu trong 6 thang trd lai ddy
Hém nay 1 tudn 1 thing 2 thang

8 115 273 408

> Kich ¢& théng thudng cua file dinh kém 16n

I Dung luong sk dung (Cong ty) Dung ltgng st dung (Ca nhan)
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Set-up email sharing

Share emails sent to or received

in the same email group.

When the recipient responds to
any email in the group, all

members receive it.
Set an email delivery timer.

Set-up automatic replies by time

of absence.

VNETWORK Cai dit

£ Cai d5t Email

- Tuy chon
* Quan ly hgp thu

+ Ty ddng phén loai Email

- Thiét 1ap chia s Email »

(=) Cai a8t mé réng

- Thiét lap POP3

- Lay email b&n ngoai

+ C8p quyén cho ting dung
A4 Thiét Iap cé nhan

- Théng tin c& nhan

- Nhat ky thay d&i mat khau

+ IP da két ndi

« Tu dbng tra 18i

- Chir ky

- Email méu
Théng gian thyc

* User

@, Hétrg

+ Héi dap 1:1

The other features

MAIL K panhba 3 caiast

1)Chon ngudi sif dung
2)T4t ca ngudi dung dugc chon s& nhén va xem dudgc tét ca thu dén va di

LGELETERSAYETN Tinh ning chia sé Mail khéng hoat déng

Trang thai str dung
© St dung Khdng sif dung

Hay nhép tir khéa tim kiém Tim kiém

an.vo@vnetwork.vn

Lién két dia chi Mail

L&n ding nhap cudi ciing : 2019-06-29 15:59:31

Kiém tra trang théi chia sé

(yenthuy.nguyen@vnetwork.vn

Trédn Lan Anh (D
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Manage mailboxes:

Manage existing mailbox
settings or create new mailboxes
(download, upload EML, set save
date, etc.)

Can create 100 mailboxes
including basic mailbox (cannot
be deleted or edited) and private

mailbox (can lock mailbox).

The other features

VNETWORK Cai d3t MAIL B} panhba 3 caiazt L&n déng nhdp cufi cling : 2018-05-29 16:59:31  Trén Lan Anh ()

Cai d&t Email A~ ~ . .
b ¥ Tu dong phan loai Mail @
= Tuy chon
= Quan ly hgp thu Hay chon tiu chudn phan loai va céch xi I d& nhan Mail tai hdp Mail d3 chon.

C6 thé tao dén 100 quy tic phan loai.

;' Ty déng phén logi Email '! Khi bi triing I8p, quy téc & trén N
- Thiét I3p chia sé Email s 1a a ~ . . .
Thiét lap tu dong phéan loai Mail X
(@) cai gt md ring .
P A N 2udn phan loai Tim kiém
- Thiét 1ap POP3 Dia chi ngudi guri Nhap diéu kién phan loai
L2 A 2 Thi ty ‘ .
Savsmalbéningoal phan loai Diachingudinhdn  Nhap didu kién phan loal y déing ki Quanly
- Cép quyén cho (ng dung
o Tigu dé Mail Nhap diéu kién phan loai 9-05-30 Chinhsira |
4 Thiét l4p cé nhan ! Bia chingu #35:20 Ap dung ngay
Chon hgp thu © Hopthudén :
- Thang tin cé nhan
. . N o Chinhsia |
- Nhat ky thay d8i mat khdu 2 biaching Luru véo hdp thy méi e-06-30 R
) 35 Ap dyng ngay
- IP d3 két néi Téi da 20 ky ty
- Ty d8ng tra 13i ) Sir dung mé khoéa hdp thu 9-05-30 Chinhsira |
. Chit kv 3 Diachingu 3:36:20 :
Yy Ap dung ngay
- Email mau Luu
Chinhsira |
. . . _-A9-05-30
Théng gian thuc 4 Bia chi nguorger= 09:36:20 Ap dung ngay
- User
@ HB trg
- Hoi dap 111
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Safety check report of incoming

email

* Log of incoming mail

 Find where to send

« Danger warning email

» Fake Email / Change sender

« Check the URL

 Reliability of the security of received
mail

=> Received mail checking results.

The other features

- i A A - T
Bao cao kiém tra d6 an toan cua Mail dén @
Ban c6 thé xem cuing Ilc tat ca cac yéu td nguy hiém clia Mail dén béng nhiéu cach kiém tra khac nhau

Lich st thu dén & Email canh bao nguy hiém

TU dia chi mail nay Nhian 1an dau trong 6 thang trd lai day 6 thang trudc Domain tuong tu Tinh tuong tu

Khdng cé danh muc domain tuong ty

@& Truy tim noi guri

T -*®

An Do  Singapore

@ Gia mao/Thay ddi ngudi gtfi - Chua phat hién
Khdng c6 thay ddi

© Két qua kiém tra Mail nhan
Binh thuong

<Lijch stf thu dén>

<Truy tim noi gui>

Phét hién URL nguy hiém Khéng phét hién dugc <Email canh bao nguy hiém>
<Gia mao/Thay déi ngudi glri>
<Kiém tra URL : hoan tat. Kiém tra s8 lugng URL :
>

@ Kiém tra URL : hoan tat. Kiém tra s6 lugng URL : - Téng céng 4

. A i A 3 o 3 i <Mic dd tin c8y dd an toan ctia mail nhan>
@& Mirc dd tin cay do an toan clia mail nhan

Kiém tra ndi dung chi tiét Hay
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Send security email

« Allow email with password.

» The recipient can only open the
email after entering the correct
password.

* Know the number of times the
recipient opens the email.

« Revoke sent-email

VNETWORK Mail

Email thudng SECUMAIL

1 * ?
Chuadoc Quan  Dinh kém
trong

[¥] Tatcathu

i¥y Hopthudén -1

# Thu cénhan

Thu SECUMAIL d3 gtfi

Thu d gui

'k © D

Thu hen gid
B Thu nhdp
© Spam -49

{1 Thungrac

> Thu cénhan @

Hop thu (Cong viéc) -

1

+

(2]

The other features

MAIL K} panhba 3 caiast L&n d3ng nhap cudi cling : 2019-05-29 15:59:31

“ Hen gi& guri Luu nhdp

Ngudi guri [T Gtri cho t6i @ Trén Lan Anh anh.tran@vnetwork.vn 10
Ngudi nhan Thuy Nguyen <thuy.nguyen@vnetworkyn> # * |

cc

Sir dung SECUMAIL@ - Bao mat [ ban cé thé sif dung SECUMAIL sau khi nhap mat khau]

SUr dung mat khau [ Ngudi nhan chi kiém tra dugc SECU-MAIL sau khi nhap diing mat khau. ]

Mat khau

Ngén ngit [ Tiéng Han [ Tiéng Nhat Tiéng Anh [] Tiéng Viét
SECU-MAIL s& dugc gtfi di bdng ngdn ngit ban da chon

Tiéu dé

[JThu quantrong  Kiém tra
Chirky @ Lanah :
Thu miu Khéng st dung :
Pinh kém tap tin @ Tim kiém X6a

Toan bd 0 (0 KB) | Tép tin binh thudng 0 (0 KB), dung lugng I6n 0 (0 KB / 28.0 GB ), Dung lugng luu trif (820.5 MB / 60.0GB)

O Tén tap tin

Dung lugng tap File dinh kém Thdi gian tai vé



VNETWORK The features of admin

Full system administration with the following preeminent features:

Manage user accounts (set-up the capacity for each user, change passwords, manage
the login of 1 account at the same time in many places).

Create group mail (can add other system emails to the group).

Restrict IP access (block or only allow certain users' ip when accessing, blocking by co
untry, blocking specific IP over time).

Login statistics for all users (address, time, country, form and login status).

Back up over time, restore deleted files for users.
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SECUMAIL - The world's choice of security email

US.A

g/

Germany

e/

Middle
EAST
(Oman)

Korea !
g Japan
Viethnam "
U Indonesia

Singapore
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X-04.59, 1au 4, Sunrise City North Tower,

27 Nguyen Huu Tho, Tan Hung Ward, District 7,
HCM, Viet Nam

https://vnetwork.vn

contact@vnetwork.vn

(84-28) 73 068 789



http://vnetwork.vn/
mailto:contact@vnetwork.vn

THANK YOU



